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ABSTRACT The rapid development of digital technology across industries has highlighted the growing need
for enhanced competencies in Artificial Intelligence (AI), Cyber security (CS), and Digital Transformation
(DT). While there is extensive research on each of these domains in isolation, few studies have investigated
their relationship and joint impact on organizational maturity. This study aims to address this gap by
analyzing the relationships among the maturity levels of Al, CS, and DT at the organizational level
using Structural Equation Modeling (SEM) and descriptive statistical methods. A mixed-methods design
combines quantitative survey data with synthetic modeling techniques to assess organizational preparedness.
The findings demonstrate significant bidirectional correlations among Al, CS, and DT, with technology
and finance being more advanced than government and education. The research highlights the necessity
of an integrated AI-CS strategy and provides actionable recommendations to increase investments in
these domains. In contrast to the preceding fragmented evaluations, the current research establishes a
comprehensive, empirically grounded framework that acts as a strategic reference point for digital resilience.
Follow-up studies will involve collecting real-world industry data in support of empirical validation and
predictive ability in measuring Al and CS maturity. This research adds to the existing literature by filling the
gaps among fragmented digital maturity models and providing a consistent empirical base for organizations
to thrive in an evolving technological environment.

INDEX TERMS Artificial intelligence, cybersecurity, digital resilience, digital transformation, organiza-
tional maturity.

I. INTRODUCTION

In the current era of rapid digitalization, organizations across
varied industries are increasingly relying on Al, CS, and DT
to sustain their competitive edge, guarantee business conti-
nuity, and realize strategic triumph [1], [2], [3]. Each of the
three areas has been a key enabler of innovation and business
success. Nevertheless, the level of maturity expressed by
organizations in adopting and integrating the technologies
is considerably disparate across industries, geographical
regions, and organizational sizes. This gap is defined by such
determinants as strategic alignment, infrastructure readiness,
leadership characteristics, and governance culture [3], [4],
[5]. Organizational maturity is the degree to which an
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organization is ready, capable, and competent to exploit
emerging technologies to achieve defined business goals [6].
Almaturity (AIM) encompasses not just the technical deploy-
ment of Al, but also its strategic, ethical, and operational
inclusion in decision systems [4], [7]. Cybersecurity maturity
(CSM) deals with the processes of risk management, threat
detection, and incident response planning for protecting digi-
tal assets and maintaining business continuity [8], [9]. Digital
transformation maturity (DTM), on the other hand, means
the capability of an organization to adopt digital strategies,
upgrade its infrastructure, increase automation, and develop
aculture of prioritizing digital initiatives [10], [11], [12], [13],
[14], [15]. Despite the growing importance of these factors,
existing literature often examines Al adoption [4], computer
science models [3], [8], and DT approaches [16], [17]
separately. Although previous studies habitually examine
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TABLE 1. Comparison of existing maturity models and identified shortcomings.

Model / Research Paper Siloed

Approaches

Lack of Empirical

Limited Exploration of
Interdependencies

Industry-Specific

Validation Insights

Our Study

Deloitte Digital Maturity Model (DMM) [10]

NEN

Gartner Al Maturity Model [12]

Zhu et al. (2025) [13]

Zakiuddin et al. (2024) [15]

ISO 42001 [23]

ISO 27001 [24]

NIST Cybersecurity Framework (CSF) [25]

CMMI Institute (2018) [26]

SNENEN

Capgemini Digital Mastery Framework [27]

Westerman et al. (2014) [28]

Blondiau et al. (2016) [29]

Golzer & Fritzsche (2017) [30]

Teichert (2024) [31]

SNENENENENENENENENENENEN

Lee et al. (2024) [32]

Chen et al. (2024) [33]

Cammarano et al. (2024) [34]

Zhu et al. (2024) [35]

v
v
v v

Jékel et al. (2024) [36]

ASENENENENENENENEN
<\

v

Note: A checkmark (v') indicates that the corresponding study exhibits the specified limitation. Our study overcomes these shortcomings, and thus

no checkmarks are shown for it.

these fields separately [18], [19], [20], [21], a significant
gap remains in understanding their interdependencies and the
organizational determinants—including industry, geographi-
cal location, and organizational size—that together influence
maturity levels [5], [6]. Furthermore, while standards such
as ISO 42001 for Al management, ISO 27001 for CS, and
COBIT for IT governance provide structured frameworks,
their combined impact on organizational maturity is poorly
investigated [5], [6], [13].

To address this gap, this study provides a comprehensive
assessment of organizational maturity in Al, CS, and DT.
To bridge the identified research gap and guide the empir-
ical analysis, this study establishes the following research
objectives:

1) Determine the degree of maturity for Al, CS, and DT
in organizations.

2) Analyze the interactions and synergies among Al, CS,
and DT maturity domains.

3) Examine the impact of organizational factors, including
size, industry, and geographical location, on maturity
levels.

4) Discuss the significance of adherence to recognized
standards, such as ISO 42001 and ISO 27001, on orga-
nizational maturity outcomes.

A mixed-methods design is employed, combining quan-
titative survey data with qualitative findings to enable a
detailed exploration of organizational readiness [22]. The
study also incorporates qualitative insights extracted from
open-ended survey responses, complementing the structured
survey data for a holistic organizational maturity evaluation.

The study makes important contributions to academic
and practitioner communities by providing a consolidated
maturity model and actionable guidelines for organizations
looking to develop their Al, CS, and DT capabilities [5], [6].
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Il. RELATED WORKS

A number of maturity models have been proposed to assess
Al, CS, and DT maturity. However, these models fail to
provide an integrated perspective because of their isolation,
lack of empirical support, limited investigation of interde-
pendencies, and sparse industry-specific findings. Table 1
illustrates prominent limitations in existing frameworks.

A. SILOED APPROACHES

Many maturity models assess Al, CS, or DT independently,
failing to consider their interdependence and combined
impact on organizational strategy; a number of widely used
frameworks are characteristic of this limitation. Deloitte
Digital Maturity Model (DMM) [10] is focused on DT but
not specifically on Al governance or CS concerns, while the
Gartner Al Maturity Model [12] is focused on Al adoption
but not on CS threats or DT considerations. In addition,
Zhu et al. [13] discusses DT maturity in organizations
but does not fully integrate AI and CS into its evaluation
framework, and Zakiuddin et al. [15] is primarily on DT
of services in the public sector but lacks a systematic
AI-CS-DT integration process. Moreover, ISO 42001 [23]
provides Al governance standards but does not deal with
CS threats or DT infrastructure, whereas ISO 27001 [24]
deals with CS controls but not with Al governance or DT
concerns. Likewise, NIST CSF [25] offers a risk-based
approach to CS but excludes Al risk or DT factors, and
CMMI Institute (2018) [26] deals with process maturity but
not with Al-specific security threats or CS advancements.
Furthermore, Capgemini Digital Mastery Framework [27]
evaluates DT capabilities but lacks an AI-CS integration
model, while Westerman et al. [28] addresses business
transformation but without including Al-induced CS threats.
Similarly, Blondiau et al. [29] addresses a hospital-focused
maturity model that cannot be applied across industries, and
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Golzer and Fritzsche [30] accounts for data-driven maturity
in manufacturing but without considering Al or CS aspects.
Additionally, Teichert [31] assesses service provider maturity
but not AI-CS dependencies, and Lee et al. [32] assesses DT
maturity in manufacturing but not a formal AI-CS integration
model. Lacking an end-to-end AI-CS-DT perspective, these
models are unable to offer one unified maturity measure,
leading to fragmented decision-making and unsuccessful DT
efforts.

B. LACK OF EMPIRICAL VALIDATION

Many maturity models are well recognized and conceptually
strong but lack empirical validation to demonstrate their
efficacy in practical application in AI-CS-DT integration,
and most such frameworks have never been rigorously tested
in various industries, with knowledge gaps in practice.ISO
27001 [24] and NIST CSF [25] are being broadly applied
in industry, yet there is limited empirical research on their
effectiveness in countering Al-driven threats. While these
frameworks are extensively used by organizations for com-
pliance, their use in AI-CS-DT maturity is yet to be studied
extensively in scholarly literature. CMMI Institute (2018)
[26] is process maturity and organizational capability focused
but lacks empirical validation for Al or DT incorporation,
and Chen et al. [33] offers a probabilistic optimization
model for DT maturity assessment but lacks industry
testing in real-world settings for validation of effectiveness.
Cammarano et al. [34] explains how the adoption of DT
affects business strategy but without empirical validation in
a number of industries, whereas Zhu et al. [35] proposes a
construction industry-specific DT maturity model, although
no comprehensive tests have been conducted to validate
its adaptability in different industry contexts. In order to
provide feasibility for practical application, it is essential
that future maturity models are validated using real case
studies with different industries, geographical regions, and
organizational setups. Furthermore, empirical validation will
refine these models towards more accurate estimation of
AI-CS-DT maturity according to real business requirements
and regulatory needs.

C. INSUFFICIENT ANALYSIS OF INTERRELATIONS

Although a few maturity models try connecting Al, CS,
and DT, they do not incorporate their interrelations into
a combined framework. Furthermore, an overwhelming
majority of the models concentrate on one or two domains
without striving to establish a holistic relationship among
Al, CS, and DT, thereby restricting their potential in
guiding organizations through complete digital maturity.
Zhu et al. [13] recognizes the relationship between DT and
organizational resilience but does not develop an integral
AI-CS-DT integration model, not dealing with CS threats,
while Zakiuddin et al. [15] deals with the application of
Al in digital service automation but does not incorporate
CS concerns in its model. Westerman et al. [28] stresses
the need for alignment among AI, CS, and DT but
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lacks a formal governance structure for digitalization-based
security threats, and Blondiau et al. [29] describes how
DT maturity improves operational efficiency but does not
model Al or CS dependence in its investigation. Golzer and
Fritzsche [30] recognizes data security as a challenge for DT
but fails to provide an AI-CS-DT integration strategy, while
Teichert [31] takes into account organizational governance
as an aspect of DT but fails to investigate the impact of
Al adoption on CS risks or the effect of CS practices on
DT success. Chen et al. [33] uses probabilistic analysis on
DT maturity assessment but fails to connect Al governance
and CS frameworks, whereas Lee et al. [32] explores Al
applications for smart factories but treats CS as a standalone
problem rather than an integrated one. Cammarano et al.
[34] analyze how business strategy is influenced by the
uptake of DT but omits Al-based security considerations, and
Jikel et al. [36] analyzes Al and CSM in the construction
industry but lacks a framework of formal governance for
AI-CS deployment. Zhu et al. [35] recognizes the need for
a holistic AI-CS-DT maturity model but does not provide a
formal implementation strategy to guide organizations in its
successful implementation. To develop a complete AI-CS-DT
maturity model, organizations need a structured approach
that acknowledges the dynamic interdependencies between
Al adoption, CS vulnerabilities, and DT infrastructure, and
without it, existing models are incomplete and fragmented,
leaving gaps in risk management, compliance, and strategic
decision-making.

D. INDUSTRY-SPECIFIC INSIGHTS

While there exist some industry-specific maturity models,
most of them are still too generic to address sector-specific
risks, regulation concerns, and operational intricacies, and
industry-specific models give more concrete guidance but
typically do not combine Al, CS, and DT in a systematic
manner. Westerman et al. [28] provides real business cases
in finance, healthcare, and retail, showing how companies
implement DT strategies. But it does not address Al
governance or CS risk management specifically, so it is
less applicable to Al-based businesses, while Golzer, and
Fritzsche [30] provides a manufacturing-focused, data-driven
operations model, integrating Al with industrial automation.
But it lacks a formal CS framework, so Al-based security
threats are not addressed. Lee et al. [32] investigates Al,
CS, and DT in manufacturing environments, recognizing
the role of CS in smart factories. However, it does not
comprehensively discuss governance models that would
enable organizations to embrace AI-CS-DT maturity in a
practical manner. Furthermore, Jikel et al. [36] assesses
DT maturity in the construction sector, laying emphasis on
industry-specific challenges without considering Al-based
risk management or CS considerations in the context of
smart construction ecosystems. Zhu et al. [35] presents a
construction-specific maturity model incorporating Al and
CS dimensions in DT programs, and while it gives a more
specialized solution, it still lacks a complete AI-CS-DT
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governance framework ready to be applied in practice.
Finance, healthcare, and smart manufacturing sectors require
tailored AI-CS-DT frameworks due to regulatory constraints,
risk exposure, and automation complexity. However, existing
maturity models often fail to provide sector-specific rec-
ommendations. To provide greater relevance to industries,
future maturity models should be customized to specific
industries, incorporating Al governance, CS risk, and reg-
ulatory compliance frameworks that address the unique
requirements of each sector, as a one-size-fits-all approach
to AI-CS-DT maturity fails to adequately address the specific
challenges of DT in various industries, therefore necessitating
more focused digital maturity assessments. Despite the fact
that the constraints recognized in current maturity models
underscore significant weaknesses in AI-CS-DT integration,
their weaknesses must be addressed using a solid theoretical
base. To create a comprehensive evaluative framework,
we rely on three proven theoretical lenses offering systematic
explanations of the processes through which organizations
build digital competencies, reconcile technology with human
factors, and react to external pressures: Dynamic Capabilities
Theory (DCT), Socio-Technical Systems (STS) Theory, and
the Technology-Organization-Environment (TOE) Frame-
work [37], [38], [39], [40], [41], [42], [43].

One such significant view is the Dynamic Capabilities
Theory (DCT) as put forward by Teece et al., which
describes how organizations create, absorb, and reconfigure
their internal and external capabilities to answer changing
environments rapidly [37].

This theory is particularly relevant to AI-CS-DT maturity
since the organisations must continuously adapt to emerging
digital threats, evolving cyber threats, and Al-driven oper-
ational changes. Teece extended this theoretical foundation
by highlighting mechanisms through which companies can
establish competitive advantages by their dynamic capabil-
ities for sensing, seizing, and transforming [38]. Building
upon these foundations, Teece further emphasized the role
of business models as dynamic capabilities themselves, illus-
trating how strategic adjustments in business models enable
organizations to reconfigure their assets and operations in
response to technological and market shifts [39]. Emerging
research, such as Al-Moaid and Almarhdi, sheds light on
the real-world implementation of dynamic capabilities in DT
programs. Their paper underscores the significance of change
management as a mediator for the successful execution of
DT programs, specifically within the telecommunications
industry [44].

This resonates with the DCT argument that companies
have to update their strategic competences in light of tech-
nological shocks so as to adapt to such shocks successfully.
Under this paradigm, an AI-CS-DT maturity model ought to
reflect companies’ capacity for upgrading their technology
resilience, CS strategy, and Al embrace on a dynamic basis.
A further key vantage point is the Socio-Technical Systems
(STS) Theory, which highlights the dynamic relationship
between technical and social aspects within companies. This
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paradigmatic theory guarantees that Al, CS, and DT maturity
frameworks achieve a balance between technological inno-
vation and workforce flexibility. Originally formulated by
Trist and Bamforth [40], STS Theory examined the effects
of technological change on human elements and thus laid the
groundwork for existing Al regulation and CS frameworks.
Extending this view, Bostrom and Heinen [41] focused on
IT system deficiencies due to insufficient socio-technical
integration. Successful AI-CS-DT models must incorporate
STS principles to ensure Al-driven security, DT strategy, and
employee engagement plans are harmonized for sustainable
organizational resilience. Beyond organizational factors, the
Technology-Organization-Environment (TOE) Framework
provides a broader perspective for Al, CS, and DT adoption.

First proposed by Tornatzey and Fleischer [42], TOE
describes technology readiness, organizational structure,
and pressures from outside that influence the adoption of
innovations.

Baker [43] extended this, using TOE to apply to infor-
mation systems, with particular emphasis on regulation
and competition. Maturity in AI-CS-DT is contingent upon
internal IT capabilities, leadership, and regulatory environ-
ments externally. The application of TOE principles assists
organizations in aligning Al governance, CS strategies, and
DT for industry-specific, sustainable transformation.

Additionally, the Resource-Based View (RBV) theory
offers a valuable complementary perspective, positing that
organizational resources—such as Al and CS capabilities—
are critical for achieving and sustaining competitive advan-
tage. In the context of AI-CS-DT maturity, these digital
competencies can be regarded as strategic assets that
organizations must develop and leverage to drive successful
transformation initiatives [5].

Drawing on these theoretical contributions, this study
develops an integrated AI-CS-DT maturity assessment model
that not only reflects cross-domain interrelationships but also
includes empirical validation and industry-based guidelines.
By addressing the shortcomings of current maturity models,
this model offers a more systematic and holistic approach to
measuring Al, CS, and DT maturity in diverse organizational
settings.

IIl. PRELIMINARIES

Growing reliance on digital technologies renders it essential
to gauge organizational maturity in Al, CS, and DT. Maturity
models offer a structured way to measure readiness, adoption,
and success. In this section, we formalize these constructs,
developing a theoretical basis for investigating their interde-
pendencies and impacts on organizational success.

A. Al MATURITY

Al has emerged as a disruptive technology that is impacting
industries worldwide [2], [4], [7], [19], [21]. AIM refers to the
degree to which organizations strategically take up and accept
Al into their activities, processes, and decision-making [15].
Although there are a few organizations that are at the forefront

VOLUME 13, 2025



B. Kubilay, B. Celiktas: Relationships Among Organizational-Level Maturities in Al, CS, and DT

IEEE Access

of leveraging AI for competitive advantage, the majority
are in the early phases of adoption [3], [4], [23], [25].
The Gartner AIM Model is an often-quoted framework that
outlines five phases of AIM: Awareness, Active, Operational,
Systemic, and Transformational. The model emphasizes
the importance of strategic alignment, data readiness, and
organizational change management as key factors to achieve
higher maturity levels [12]. Furthermore, Rogers’ Innovation
Diffusion Theory provides a conceptual framework that
enables the understanding of the process of Al adoption in
organizational settings. The theory highlights the significance
of innovators, early adopters, and laggards in defining the
shape of the adoption curve and affecting the maturation
of organizations [1], [5], [41], [43]. Capability Maturity
Models (CMMs) provide a formal method for determining
an organization’s readiness and ability regarding Al adoption.
These frameworks focus on incremental improvement along
people, process, technology, and data governance dimen-
sions [4], [6], [23], [25], [26]. Recent directions in AIM
include incorporation of ethical Al principles, XAI adoption,
and edge Al technologies [7], [19], [20], [21], [25]. As Al
systems become more complex, organizations will need to
prioritize transparency, accountability, and inclusivity in Al
endeavors [7], [19], [21], [23], [25].

AIM is a central aspect of organizational competitiveness
in the era of digitalization [4], [21]. Organisations can indeed
unlock the potential of Al through building their capabilities
in data readiness, leadership, and ethical governance [1],
[4], [7], [23], [25]. Maturity, however, requires surmounting
significant challenges in the form of resistance to change
and paucity of resources [1], [5], [6], [12], [21]. Strategic
alignment, underpinned by a systemic and dynamic capa-
bilities perspective, is increasingly critical for organizations
aiming to embed Al technologies across their operations [1],
[4], [5], [21], [37], [38], [39]. Understanding the maturity
of Al requires a structured evaluation process that addresses
different dimensions of an organization’s Al capabilities.

B. CYBERSECURITY MATURITY (CSM)

CSM is the capacity of an organization to identify, protect,
detect, respond to, and recover from cyber threats based
on structured frameworks such as ISO 27001, the NIST
Cybersecurity Framework (CSF), and CIS Controls [3], [8],
[9], [24], [25]. More mature levels involve risk-informed
security practices, automated threat detection capabilities,
and continuous process improvement [3], [8], [9], [24],
[25]. Numerous models exist to measure an organization’s
CS proficiency. For instance, the NIST CSF categorizes
security functions into five groups: Identify, Protect, Detect,
Respond, and Recover [8], [9], [25]. ISO/IEC 27001 focuses
on risk-based security management and compliance [3], [24].
The US Department of Energy’s C2M2 model assesses five
levels of CSM [8], [9]. CSM is assessed by organizations with
adherence to standards (ISO 27001, NIST 800-53, GDPR)
[3]1, [8], [9], [24], [25]. Further, key performance indica-
tors like threat detection time (TTD) and threat response
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time (TTR) are used to quantify security effectiveness. The
increased use of Al-powered security products significantly
improves the capacity to track and counter threats in real-
time [5], [23].

C. DT MATURITY

Various maturity models have been developed to gauge
the level of DT of an organization. The Deloitte Digital
Maturity Model recognizes five stages of digital maturity:
Initial — Isolated digital initiatives; Emerging — Cross-
functional collaboration limited; Integrated — Digital strategy
alignment across departments; Optimized — DT enterprise-
wide; and Innovative — Continuous evolution through Al,
automation, and data analytics [10]. Westerman et al. have
developed the Digital Mastery Framework which classi-
fies organizations into Beginners — Low digital intensity,
traditional business models; Conservatives — Robust IT
governance and low digital innovation; Fashionistas — High
digital usage but low strategic alignment; and Digital Masters
— Organizations that utilize technology efficiently to drive
strategic impact [28]. MIT Sloan Digital Maturity Model
is a widely adopted model categorizing firms based on
their leadership’s digital vision, digital capabilities, and
operational transformation [11].

There are various factors that affect an organization’s
digital maturity. C-level commitment (CEO, CIO, CTO) and
strategic investment are key to DT success. Digital leadership
that is proactive fosters agility, allowing firms to adopt new
technologies like Al, cloud computing, and automation [1],
[5], [11], [21], [27]. Firms that are digital-first in their culture
enjoy higher usage of digital technologies [5]. Organizations
that are change-averse are confronted with legacy systems,
silos internally, and competency gaps. DTM requires cloud
computing, big data analytics, and automation based on Al
Companies that are successful in leveraging these technolo-
gies manage to overcome transformation barriers and emerge
as competitive players in digital markets [1], [5], [11], [21],
[27]. Organizations that are data-driven and possess real-time
analytics capabilities are more responsive and competitive.
Domains like finance, health, and defense are under strict
regulatory requirements (e.g., GDPR, ISO 27001) that impact
digital maturity [5], [24]. Highly regulated domains must
reconcile innovation with CS and risk management.

IV. METHODOLOGY

This research uses a mixed-methods design to evaluate AIM,
CSM, and DTM’s organizational maturity. The study adopts
various approaches to analysis, including:

« Quantitative Survey Analysis — Likert scale surveys
were employed for measuring maturity levels [4], [6],
[91, [22], [27].

o Synthetic Data Generation — The real responses
were augmented with statistically generated data to
enhance robustness. The technique is widely used in
Al-driven analytics, CS modeling, and DTM assess-
ment to enhance dataset reliability and generalizability.
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Research highlights that synthetic data augmentation
enhances privacy protection, reduces bias, and enriches
predictive modeling in structured assessment [22].

o Inferential Analysis — Used to determine correlations,
interdependencies, and cause-and-effect. The method is
being extensively applied in research on DT, CS, and Al
governance to reveal statistical interdependencies and
forecast findings. Literature emphasizes that inferential
methods such as regression analysis, ANOVA, structural
equation modeling (SEM), and moderation and media-
tion analyses are essential to ascertain digital maturity
frameworks and examine the consequences of strategic
decision-making [1], [3], [5], [9], [22].

— SEM - Used to estimate direct, indirect, and total
effects of AIM, CSM, and DTM.

— Moderation and Mediation Analyses — Con-
ducted to examine the moderating roles of industry
and location factors and whether CSM mediates the
AI-DT relationship.

« Thematic Qualitative Analysis — Open-ended responses
were analyzed thematically to capture qualitative pat-
terns in organizational maturity perspectives, enriching
the quantitative analysis.

A. RESEARCH HYPOTHESES

Based on theoretical foundations in Al adoption, CSM,
and DT models, the following hypotheses are developed to
structure the research model. The hypotheses capture direct
influences, mediation mechanisms, and moderation effects
among organizational maturity dimensions.

Direct Effects: First, we hypothesize direct relationships
between AIM, CSM, and DTM:

« H1: AIM positively influences CSM, suggesting that

advanced Al adoption enhances CS practices.

o H2: AIM positively influences DTM, indicating that Al
capability development supports broader DT initiatives.

o H3: CSM positively influences DTM, reflecting that
stronger CS frameworks facilitate secure DT.

Mediation Effect: Given CS’s critical role as an enabler
in digital ecosystems, we propose that CSM mediates the
relationship between AIM and DTM:

o H4: CSM mediates the relationship between AIM and
DTM, acting as a bridge that connects Al adoption
efforts with successful DT.

Moderation Effects: Furthermore, recognizing that orga-
nizational context can shape maturity pathways, we hypoth-
esize that industry and regional factors moderate key
relationships:

« HS: The impact of AIM on DTM is moderated by indus-
try sector, such that different sectors (e.g., technology
vs. government) experience varying strengths in this
relationship.

o H6: The impact of CSM on DTM is moderated by
geographical region, acknowledging regional disparities
in digital infrastructure and CS policies.
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The conceptual research model is illustrated in Figure 1,
and Table 2 lists the derived hypotheses. SEM was applied
to test the direct effects, mediation pathways, and modera-
tion influences hypothesized among organizational maturity
dimensions.

TABLE 2. Research hypotheses.

Hy | Statement

H1 | AIM positively influences CSM.

H2 | AIM positively influences DTM.

H3 | CSM positively influences DTM.

H4 | CSM mediates the relationship between AIM and DTM.

HS5 | The impact of AIM on DTM is moderated by industry sector.

H6 | The impact of CSM on DTM is moderated by geographical region.

B. SURVEY DEVELOPMENT AND DATA COLLECTION

The survey instrument was developed to quantify organi-
zational maturity in Al, CS, and DT based on existing
frameworks and industry benchmarks. The questions were
formulated from scholarly research and globally accepted
models to render a structured evaluation.

In addition to structured Likert-scale questions, partic-
ipants were encouraged to provide open-ended responses
describing their maturity experiences, allowing for qualitative
thematic extraction during analysis.

The survey structure in Table 3 assesses Al maturity
by combining proven models [4], [5], [7], [12], a multi-
domain reference [21], known standards [23], and formal
frameworks [25]. Al adoption requires strategic alignment
with business objectives, as emphasized in DTM and AIM
Models [5], [12]. Al effectiveness requires a good data
management foundation, which is one of the key elements of
Al Capability Maturity Models [4]. Likewise, infrastructure
readiness determines if organizations possess appropriate
technological foundations to support Al initiatives [5], [12].
The ability to attract and develop Al talent is another
fundamental driver, explored in a multi-domain Al, CS,
and DT framework [21]. Good governance policies offer
control and accountability, drawing on the Al Ethics Maturity
Model [7]. Organizations, meanwhile, must integrate ethical
Al practices to ensure fairness and transparency, in line with
risk management principles [25]. A mature Al organization
also activates a wide range of Al applications, implementing
Al in many business processes, as described in the Al
Capability and Digital Maturity Models [4], [12]. Moreover,
performance measurement is essential to assess the contri-
bution of Al, complemented by structured risk management
practices [25]. Lastly, adherence to Al standards, e.g.,
ISO/IEC 42001 [23], offers an internationally accepted basis
for Al governance and risk management. By integrating these
perspectives, organizations can systematically assess their Al
maturity and facilitate successful, responsible Al adoption.

CSM, as presented in Table 4, evaluates the CSM of an
organization based on well-known CSM frameworks [8],
[9], [26], risk management standards [25], [27], international
standards [24], and views on future security trends like Al,
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FIGURE 1. Conceptual model of hypotheses.

TABLE 3. AIM survey questions and research references.

References|
[5], [12]

Survey Question

Our organization has a documented Al strategy
that aligns with overall business objectives.

Our organization effectively manages and utilizes [4]
data for Al projects, ensuring data quality, acces-
sibility, and governance.

Our organization has the necessary technology
and infrastructure to support Al development and
deployment.

Our organization attracts, develops, and retains [21]
talent with Al expertise.
Our organization has governance policies in place [71
to oversee Al development and deployment, in-
cluding accountability and transparency measures.
Our organization is committed to implementing [25]
ethical guidelines and practices in Al develop-
ment, ensuring fairness, transparency, and inclu-
sivity.

Our organization has diverse and advanced Al use
cases implemented across various functions.

Our organization uses metrics and key perfor- [25]
mance indicators (KPIs) to measure the perfor-
mance and impact of Al initiatives.

Our organization follows the ISO 42001 standard [23]
and its practices for managing Al systems.

(51, [12]

(4], [12]

Web 3.0, and quantum security [19], [20]. At the core of the
notion of CSM lies the risk assessment and governance pro-
cess, where structured methods borrowed from well-known
maturity frameworks allow organizations to methodically
detect, analyze, and mitigate cyber threats [8], [26]. These
models align with international security standards, ensuring
compliance and standardized security policies [24]. Effective
asset management is another key pillar, as organizations must
track, secure, and monitor IT infrastructure, incorporating
best practices outlined in CS assessment frameworks [8],
[9]. To defend against cyber threats, organizations implement
multi-layered security measures such as multi-factor authen-
tication (MFA), vulnerability scanning, and penetration
testing with the aid of risk management standards that
emphasize proactive defense mechanisms [27]. Sustaining
cyber resilience with formal incident response (IR) and
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1
Geographical Region (Moderator)

disaster recovery (DR) processes also complements organi-
zational preparedness with assurance of least disruption of
operations and alignment with best practices from models,
standards, and risk management frameworks [8], [24], [25].
Given the interdependent nature of digital ecosystems, third-
party risk management (TPRM) is of critical significance,
as CS frameworks emphasize the imperatives of Al-powered
monitoring to mitigate vulnerabilities across supply chains
and external partnerships [8], [9]. Human factors persist
as pronounced security challenges, thus making employee
training and awareness programs indispensable in augment-
ing cyber resilience. These programs, supported by maturity
models and risk frameworks, help organizations develop
a security-first culture [8], [9], [27]. As threats evolve,
organisations will have to adapt with the new technologies of
Web 3.0 security and blockchain integration that call for more
robust access controls and Al-driven threat detection [19],
[20]. Finally, increasing quantum computing-based threats
imply investments in quantum-resistant cryptography that is
given priority in ongoing CS research [19], [20]. Through
the combination of maturity model findings, frameworks,
international standards, and current security paradigms,
companies are able to systematically review and develop their
CS resilience in the more complicated digital world.

DTM, as shown in Table 5, measures an organization’s
DTM based on existing models [1], [5], [10], [11], [12],
frameworks [25], [27], and industry standards [24], [45], [46].
The formulation of a solid digital strategy is essential for
aligning transformation activities with organizational goals
and guaranteeing measurable outcomes, as highlighted by
prominent digital maturity frameworks [1], [5], [10], [11],
[12]. Organizations must invest in the development of a strong
digital infrastructure that supports scalability, reliability, and
the easy deployment of digital initiatives, a fact confirmed by
digital maturity models and frameworks [5], [10], [12], [27].
Another key area is customer experience improvement using
digital technologies, where personalization and engagement
initiatives are guided by DT models [1], [5], [11]. For
competitiveness, organizations should develop a culture of
digital innovation with emerging technologies and pilot
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TABLE 4. CSM survey questions and relevant references.

TABLE 5. DTM survey questions and relevant references.

Survey Question References

Survey Question References

Our organization conducts regular risk assess- [8], [24], [26]
ments and has a dedicated CS governance frame-

work in place.

(11, 5], [10],
[11], [12]

Our organization has a comprehensive digital
strategy that aligns with its overall business objec-
tives and drives measurable outcomes.

Our organization effectively tracks and manages [8], [9]
IT assets, including hardware, software, and con-

figurations, to ensure security.

Our organization has robust digital infrastructure [5], [10], [12],
that supports scalability, reliability, and the imple- | [27]
mentation of digital initiatives.

Our organization employs multi-factor authentica- [27]
tion (MFA) and regularly performs vulnerability
scans and penetration tests.

Our organization uses digital technologies to per-
sonalize customer experiences and enhance en-
gagement throughout the customer journey.

(11, [51, [11]

Our organization has a documented and regularly [8], [24], [25]
tested incident response and disaster recovery plan

to ensure resilience during disruptions.

(11, [51, [10]
[12], [27]

Our organization fosters a culture of digital inno-
vation and experimentation through investments in
emerging technologies and pilot programs.

(81, [9]

Our organization assesses the CS practices of
third-party vendors and supply chain partners to

Our organization has automated critical business [5], [10], [12],
processes to improve efficiency, accuracy, and pro- | [27]

quantum-resistant cryptographic solutions to pre-
pare for the risks posed by quantum computing.

projects as enablers of agility and experimentation, a recur-
ring theme in digital maturity models, and frameworks [1],
[51, [10], [12], [27]. The other pillar of transformation is
the automation of business processes wherein disciplined
methods give a boost to productivity, accuracy, and effec-
tiveness and best practices of digital maturity models, and
frameworks [5], [10], [12], [27]. Compliance with recognized
industry standards and regulatory requirements, such as
ISO 27001, SOC 2, and SOX, ensures data protection,
preserving privacy, and improving governance in digital
ecosystems [24], [25], [45], [46]. Finally, a digitally engaged
culture that is pervasive within an organization promotes
innovation, facilitates collaboration, and improves agility,
drawing on learnings from recognized models of digital
maturity [1], [S], [10], [11], [12]. By integrating model
learnings, frameworks, and industry standards, organizations
can benchmark and enhance objectively their DTM to remain
successful in a rapidly evolving digital landscape.

Employing research-driven survey questions, as seen in
Tables 3, 4, and 5, this research offers a broad, evidence-
driven digital maturity evaluation. The formal evaluation
enables organizations to measure their progress, recognize
strengths and weaknesses, and create focused strategies for
future digital development.

Data were collected using Google Forms with a 5-point
Likert scale to capture structured feedback. The collected data
were analyzed through descriptive statistics, ANOVA, t-tests,
and correlation analysis to identify patterns and relationships
among AIM, CSM, and DTM levels. Additionally, qualitative
insights were obtained by conducting thematic analysis on the
open-ended responses.

The initial dataset consisted of 26 validated responses
from mid- to senior-level professionals, including Chief
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mitigate risks. ductivity.

Our organization regularly conducts CS training [8], [9], [27] Our organization adheres to recognized indus- [24], [25],
and awareness programs for employees at all lev- try standards, holds certifications, and attesta- | [45], [46]

els. tion (e.g., ISO 27001, GDPR, SOC, CSA, SOX,

Our organization is prepared for emerging tech- [19], [20] HIPAA compliance).

nologies like Web 3.0, including decentralized A digital-first culture is embedded across all levels [11, [5], [10],
systems and blockchain integration. of our organization, promoting innovation, collab- | [11], [12]

Our organization is exploring or implementing [19], [20] oration, and agility.

Information Officers (CIOs), Chief Technology Officers
(CTOs), and Chief Security Officers (CSOs), who were
actively engaged in CS, DT, and Al-related initiatives. Par-
ticipants were recruited through targeted LinkedIn keyword
searches, specialized professional forums, and academic
technology networks to ensure strategic relevance. The sam-
ple covered a diverse range of sectors, including technology,
finance, healthcare, education, and government. Participation
was voluntary and anonymized, and respondents were
selected based on their leadership roles in advancing digital
innovation within their organizations. Both structured 5-point
Likert scale responses and open-ended qualitative feedback
were collected to support subsequent statistical modeling and
thematic analysis of organizational maturity patterns.

Gaussian Mixture Models (GMM) were utilized to cluster
and model distribution patterns [47]. Monte Carlo sampling
techniques supplied statistical matching between real and
synthetic responses [48]. To verify accuracy of the generated
data, the Kolmogorov-Smirnov (KS) test was utilized to
match real and synthetic distributions with no significant
discrepancies [49], [50].

Table 6 presents the external indices utilized to normalize
the synthetic dataset. These indices were selected to impart a
robust and regionally calibrated measure of AIM, CSM, and
DTM within different geopolitical and industrial contexts.
The global distribution of AI Preparedness Index (AIPI)
scores reflects regional variation in Al adoption, as depicted
in Figure 2 [51] and Oxford Insights Al Readiness Index [52]
offer national benchmarks to measure the levels of Al
adoption, shaping the Al maturity scores of the dataset. The
CSM is normalized with the National Cybersecurity Index
(NCSI) [53] and ITU Global Cybersecurity Index (GCI) [54],
which review national security readiness and governance
structures. In normalizing DT, the OECD Digital Economy
Outlook 2024 [55] and IMD World Digital Competitiveness
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FIGURE 2. Global Distribution of Al Preparedness Index (AIPI) Scores (2024) [51]. Note:The index
scores range from 0 to 1, with higher values indicating greater preparedness. Specifically, scores of
0.8 and above denote high Al preparedness, scores between 0.6 and 0.8 indicate moderate
preparedness, and scores below 0.6 reflect low preparedness across Al infrastructure, skills,
innovation, and regulatory dimensions.

TABLE 6. External indices used for synthetic data normalization.

Source

Impact on Dataset

IMF AI Preparedness Index (AIPI) [51]

Adjusts AI maturity based on government Al adoption levels per country.

Oxford Insights AT Readiness Index 2023 [52]

Weights AI adoption based on country-level readiness. Adjusts Al strategy, governance,
and infrastructure maturity.

National Cybersecurity Index (NCSI) 2023 [53]

Adjusts CSM by national security preparedness. Calibrates risk management and gover-
nance scores.

ITU Global Cybersecurity Index (GCI) 2023 [54] | Adjusts CSM based on national security readiness. Standardizes CS governance.

OECD Digital Economy Outlook 2024 [55]

Normalizes DTM across regions. Reflects realistic digital adoption trends.

IMD World Digital Competitiveness Index [56]

Adjusts DTM based on each country’s digital readiness. Aligns Al strategy and imple-
mentation with national digital capabilities.

Fortune 500 Industry Breakdown [57]

Aligns Al maturity with sectoral adoption trends. Ensures industries with higher AI
adoption, such as finance and technology, exhibit greater maturity than lower-adoption
sectors like agriculture and government.

Index 2024 [56] provide detailed overviews of trends in
digital adoption at the sectoral and regional levels. These
resources guarantee that variations in digital infrastructure
and readiness at the country level are well accounted
for in order to make precise adjustment to the dataset
regarding DTM. Furthermore, the Fortune 500 Industry
Breakdown [57] maps AI maturity levels onto sectoral
adoption patterns. This provides assurance that sectors with
traditionally high AI uptake, like finance and technology, are
more mature than others with less uptake, like government
and agriculture. By consolidating these varied indices, the
dataset is more realistically and hierarchically calibrated, and
it is appropriate for analytical and predictive modeling in Al,
CS, and DT studies.

V. EMPIRICAL FINDINGS AND ANALYSIS

This chapter presents the key findings of the study,
emphasizing the interrelationships between AIM, CSM, and
DTM. The findings are described in several subsections,
beginning with SEM analysis, examining direct, indirect, and
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mediating impacts between the variables. Then, descriptive
statistics are provided, offering an overview of the levels of
maturity for various dimensions. The industry and regional
comparisons highlight digital maturity differences across
and within industries and regions. The section concludes
lastly by discussing strategic and pragmatic implications that
provide essential insight to researchers, business leaders, and
policymakers.

A. SEM ANALYSIS
SEM was run to analyze bidirectional relationships between
AIM, CSM, and DTM. The analysis measured:

« Direct influence of Al on CS and DT.

o CS’sinfluence on Al

o CS’s mediating role in the influence of Al on DT.
The findings confirm substantial interdependencies, CS being
a foundation enabler of Al-led transformation. Moderation
analysis examined whether Industry and Region influenced
the AI-DT and CS-DT relationships. Results indicated
that industry significantly affects it, with technology and
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finance sectors showing a greater correlation, while regional
differences were less pronounced. Mediation analysis found
CSM to be a partial mediator of AI-DT (8 = 0.16, p < 0.01),
validating its significance in secure DT plans.

The study revealed that the finance and technology sectors
show high levels of AIM and CSM compared to the education
and government sectors. A strong correlation between CSM
and DT initiatives suggests that strong infrastructure is a
critical element in companies with high digital maturity.

Additionally, AIM differs significantly between developed
and developing nations, with the latter adopting at lower
levels due to infrastructure constraints and inadequate invest-
ment. These results provide a basis for strategic guidance and
policy deliberations in Al, CS, and DT adoption. The results
of this research indicate the essential interaction among AIM,
CSM, and DTM. The results of the SEM analysis shown in
Table 7 indicate that AIM has a significant impact on both
CSM (8 =0.49,p < 0.01) and DTM (8 = 0.48, p < 0.01),
suggesting that companies investing in Al strategies are also
likely to have more robust customer service systems and more
developed DT programs.

TABLE 7. SEM results.

Hypothesis Coefficient (53) P-Value
Hl1: AIM — CSM 0.49 <0.01
H2: AIM — DTM 0.48 <0.01
H3: CSM — DTM 0.49 <0.01
H4: CSM (Mediates) AIM — DTM | 0.16 <0.01

The results validate H1, with the implication that higher
AIM leads to stronger CSM. Al-powered threat detection,
anomaly detection, and automation significantly enhance
CS strategies. Similarly, H2 is supported, showing that
AIM accelerates DTM by enabling intelligent automation,
predictive analytics, and digital workflows.

H3 suggests that CSM has a direct influence on DTM.
The firms with strong CS positions experience faster and
more secure digital adoption since security is a key enabler
of digital trust and compliance. The mediation in H4
(visually depicted in Figure 3) indicates that CSM partially
mediates the AIM-DTM relationship, confirming that secure
Al environments facilitate broader DT initiatives.

This mediation effect further substantiates the Resource-
Based View (RBV) theory by demonstrating that CS and Al
capabilities act as critical strategic assets underpinning DT
success.

B. QUALITATIVE INSIGHTS FROM OPEN-ENDED
RESPONSES

To complement the structured survey analysis, we conducted
a thematic review of the open-ended responses provided by
participants. Three major themes emerged:

o Leadership Commitment Challenges: Several par-
ticipants emphasized the difficulty of securing top-
management support for integrated Al, CS, and DT
initiatives.
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FIGURE 3. SEM path diagram showing relationships between Al, CS, and
DTM.

« Resource Constraints: Respondents frequently men-
tioned limited budgets, skills shortages, and infrastruc-
tural gaps as key barriers to advancing maturity levels.

« Ethical AI Concerns: Ethical issues surrounding Al
transparency, bias mitigation, and accountability were
recurrent concerns raised by participants.

These qualitative insights align with the quantitative find-
ings, underscoring the multifaceted challenges organizations
face when striving to advance AIM, CSM, and DTM
simultaneously.

C. DESCRIPTIVE STATISTICS INSIGHTS

The descriptive statistics validate the results of the structural
equation modeling (SEM) analysis. As seen from Table 8, the
average maturity scores indicate that CSM (Mean = 3.90) is
slightly higher than AIM (Mean = 3.85) and DTM (Mean =
3.75), which suggests that companies prioritize security in
their digitalization strategies.

TABLE 8. Descriptive statistics for maturity scores.

Variable | Mean | Standard Deviation Q1 Median Q3
AIM 3.85 0.75 3.25 3.90 4.50
CSM 3.90 0.80 3.30 4.00 4.60
DTM 3.75 0.78 3.20 3.80 4.40

D. INDUSTRY-WISE MATURITY COMPARISON

Table 9 shows Finance and Technology industries at the
forefront of innovation when it comes to Al, CS, and DT.
Government and Education sectors show lower maturity
levels, mainly owing to regulatory challenges, budget limi-
tations, and legacy systems.

TABLE 9. AIM, CSM, and DTM scores by industry.

Industry Al CS DT
Technology | 4.25 | 4.10 | 4.30
Finance 4.00 | 405 | 4.10

Healthcare 3.70 | 3.80 | 3.65
Government | 3.20 | 3.40 | 3.15
Education 3.50 | 3.60 | 3.40

E. REGIONAL DISPARITIES IN MATURITY LEVELS
Table 10 shows regional variation, with the most mature
being North America and Europe and the least mature being
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South America and Africa. These are due to the extent of
investment, digital infrastructure, and regulation.

TABLE 10. Maturity scores by region.

Region Al CS DT

North America 4.10 | 4.05 | 4.20
Europe 4.00 | 4.00 | 4.05
Asia 385 | 3.90 | 3.95
South America 3.60 | 3.70 | 3.55
Africa 330 | 3.40 | 3.20

F. STRATEGIC AND PRACTICAL IMPLICATIONS
On the basis of these findings, the following strategic impli-
cations are concluded for business leaders, policymakers, and
tech strategists:

« Balancing Al and CS Investments

— Investing in Al firms must enhance CS protections
to counter Al-based attacks.

— Al deployment that is secure makes systems
resistant to adversarial attacks and data exposure.

— Al-enabled security controls (e.g., predictive risk
assessment, anomaly detection) need to be inte-
grated into CS plans.

— Al governance frameworks investment, such as ISO
42001, can assist in Al risk management.

« Tailored Digital Maturity Strategies for Different Sec-
tors

— Maturity levels of DT are quite heterogeneous
across industries and need to be addressed through
tailored strategies.

— Education and the government need special policies
to help counter regulatory and budgetary issues.

— Increased investment and incentives should under-
pin the secure adoption of Al in industries with
robust regulatory demands.

— The financial and technology private sector organi-
zations must prioritize security-focused Al innova-
tion.

« Regulatory and Security Standards as Maturity Drivers

— Adherence to international standards of security
and Al governance is important in the pursuit of
enhancing maturity.

— Adherence to standards like ISO 42001 and ISO
27001 facilitates systematic application of Al and
CS.

— Organizations must actively evolve to meet new
regulatory needs for Al, CS, and data protection.

— Industry-wide collaboration on Al ethics and
security governance can enhance overall digital
resilience.

« Bridging Regional Digital Divides and Policy Adjust-
ments

— Extensive regional variations in AIM, CSM, and
DTM necessitate policy intervention and invest-
ment drives.
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— Underdeveloped regions need to be endowed with
better digital infrastructure and investments in Al
and CS capacities.

— Government-sponsored schemes can drive faster
adoption of Al and CS in underdeveloped markets.

— International collaborations to close the digital
divide can improve global CS resilience.

VI. CONCLUSION AND FUTURE RESEARCH

This study provides an extensive summary of the interplay
between AIM, CSM, and DTM, shedding new light on their
interdependencies. The findings solidify CS as a core enabler
of Al-driven DT and underscore the need for organizations to
align Al investments with cyber defense plans.

SEM results validate the two-way influence of Al and
CS (B = 049,p < 0.01) and confirm the role of
CSM on DT results as positive (8 = 0.49,p < 0.01).
Descriptive statistics also unveil that the Technology and
Finance sectors are leading in digital maturity, while the
Government and Education sectors lag due to regulatory and
financial challenges.

A. THEORETICAL CONTRIBUTIONS
These findings contribute to the Strategic Alignment Model
(SAM) and support the Resource Based View (RBV) theory,

reiterating the role of Al and CS as complementary enablers
of DT.

o The SAM demands that firms align IT strategies and
business objectives. The findings show that AI-CS
alignment plays a key role in achieving DT at an
accelerated pace.

o The RBV conceptualizes Al and CS capabilities as
strategic organizational resources facilitating compet-
itive advantage. This study validates Al and CS as
required assets to sustain DTM.

B. LIMITATIONS AND FUTURE RESEARCH
Despite its contributions, this study has several limitations
that must be addressed by future research.

o Synthetic Data Limitations. While the synthetic data
set was statistically verified, it is possible that it
does not capture the full dynamic decision-making
tendencies of organizations. Real-world cross-industry
survey responses should be prioritized in future research
for increased empirical strength.

o Sector-Specific and Regional Insights. The study pro-
vides an industry-level analysis but does not go much
into sectoral CS policy or Al adoption strategies.
Future research needs to tackle the issue of how
regulatory climates influence AI-CS maturity across
important sectors such as healthcare, finance, and public
administration.

« Longitudinal Studies on AI-CS-DT Evolution. A longi-
tudinal study would allow researchers to track how Al
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and CS maturity evolve over time, showing more about
their long-term impacts on DT success.

o Emerging Factors in AI-CS-DT Integration. Future

research should examine emerging factors affecting Al
and CS strategies, including:

— Regulatory Dynamics: The ways in which evolving
data protection laws (e.g., GDPR, Al Act) shape Al
and CS convergence.

— Workforce Adaptation: How organizations develop
Al-savvy CS governance frameworks and retrain
staff for Al-infused security environments.

— Ethical Al Governance: Explainable Al, bias mit-
igation, and transparency as major facilitators for
safe Al adoption.

— Next-Generation Security Architectures: Zero
Trust, Quantum-Resistant Cryptography, and
Al-driven threat intelligence as future AI-CS
convergence points.

— Limited Quantitative Sample Size: Although the
thematic insights are grounded in real survey
responses, the relatively small number of quantita-
tive observations (n=26) limits the statistical power
and generalizability of the findings. While boot-
strapping was employed to improve the robustness
of the analysis, future research should validate these
results using larger and more diverse quantitative
datasets.

This research accentuates the need for an AI-CS-DT inte-
grated approach, with an emphasis on real data collection as
the next urgency in evolving maturity measurement models
for companies working in the evolving digital landscape.
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