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ABSTRACT Modern Security Operations Centers (SOCs) face significant operational bottlenecks driven by
escalating alert volumes, increasingly sophisticated cyberattack vectors, and chronic imbalances in analyst
workloads. Conventional rule-based escalation models frequently fail to account for the multi-dimensional
nature of incident characteristics, the nuances of analyst expertise, and fluctuating operational demands.
This study proposes a comprehensive AI-driven framework for intelligent incident assignment and workload
optimization. The framework introduces five primary contributions: 1) a multi-factor scoring model that
integrates severity and complexity metrics with dynamic workload balancing; 2) two novel optimization
algorithms, Quantile-Targeted Normality-Regularized Optimization (QT-NRO) and Joint Optimization of
Weights and Thresholds (JOWT), to calibrate scoring coefficients against target analyst utilization; 3) a
Large Language Model (LLM) engine leveraging Retrieval-Augmented Generation (RAG) for semantic
alignment between incident requirements and analyst expertise; 4) an Adaptive Capacity Zoning mechanism
for dynamicworkloadmanagement; and 5) a novel RAGRelevance Scoremetric—a pre-resolution, semantic
alignment indicator that quantifies analyst-incident assignment quality independently of resolution time,
addressing a fundamental limitation of traditional temporal metrics such as Mean Time to Resolution
(MTTR) and providing a reusable benchmark applicable to any skill-aware assignment system. In addition,
the framework incorporates a feedback-based continuous learning mechanism that utilizes historical
resolution data to inform future assignments. An experimental evaluation using 10,021 real-world incidents
fromMicrosoft Defender demonstrates that the JOWT algorithm achieves a tier distribution alignment within
0.8% of targets. LLM-enhanced semantic matching yields improvements between 26.7% and 126.8% in skill
alignment across both normal-load and high-load evaluations, while simulations indicate a 31.8% reduction
in MTTR. These results substantiate the efficacy of AI-driven methodologies in enhancing SOC operational
efficiency and response precision.

INDEX TERMS Security operations center (SOC), incident escalation, AI-driven tier optimization, skill-
aware incident assignment, workload balancing, large language models.

I. INTRODUCTION
Modern organizations face an increasingly complex cyber-
security landscape, in which SOCs serve as the cornerstone
of enterprise defense. Persistent threat actors now employ
sophisticated multi-vector attack campaigns, intensifying
the pressure on SOCs to achieve real-time threat detection
and incident response [1]. The European Union Agency
for Cybersecurity (ENISA) Threat Landscape 2024 report
echoes this concern, noting that the growing complexity
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of cyber threats necessitates a fundamental rethinking of
traditional incident response processes, particularly in how
incidents are prioritized and escalated [2]. IBM’s 2025
Cost of a Data Breach Report shows that organizations
employing AI-driven security automation achieve notably
faster response times—with mean time to identify (MTTI)
reduced from 168 to 148 days and mean time to contain
(MTTC) from 64 to 42 days, demonstrating AI’s tangible
impact on operational efficiency [3].
Most SOCs are structured as multi-tier operations to

manage the incident response lifecycle. In a typical three-tier
model (common in industry best practices [4]), Tier 1 analysts
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focus on the initial triage and classification of alerts
using Security Information and Event Management (SIEM)
platforms and intrusion detection systems, Tier 2 analysts
perform deeper forensic investigations and root-cause anal-
ysis on validated incidents, and Tier 3 analysts handle
containment, eradication, and recovery, often confronting
advanced persistent threats (APTs) and zero-day exploits.
While structured, this model is hampered by rigidity:
rule-based escalation, static thresholds, and round-robin
assignments often overlook real-time analyst workload and
domain expertise, resulting in delays, increased workload
imbalance, and suboptimal resource allocation. We formalize
these bottlenecks as follows.

Escalation Failures

= Skill-Task Mismatch+Workload Imbalance

+ Static Prioritization (1)

These failures arise due to:
1) Neglect of Contextual Factors: Static rules fail to

account for analyst workload, shift timing, or special-
ized skills.

2) Lack of Temporal Flexibility: Fixed thresholds do not
adjust to surging attack rates, shifting threat velocities,
or burst attack patterns.

3) Skill Misalignment:Generic incident assignment fails
to exploit analyst specialization, increasing reassign-
ment and resolution delays.

The need for adaptive, situationally responsive escalation
is increasingly recognized. NIST’s Cybersecurity Framework
2.0 (CSF 2.0), released in February 2024, introduces
governance as a core function and emphasizes risk-informed,
continuously improving practices—highlighting the impor-
tance of adaptive automation in modern cybersecurity
workflows [5]. Despite this, many SOCs remain constrained
by static models, especially in hybrid environments where
cloud and on-premises systems interoperate, leading to
fragmented alerts and slow responses.

To address these challenges, we propose a context-
aware, AI-driven escalation framework with the following
primary technical contributions:
• Dynamic Incident Scoring Model: Incorporates ana-
lyst workload, incident severity, business impact, com-
plexity, and historical resolution data to compute real-
time, situationally informed priority scores for alerts.

• LLM-Guided Analyst Matching via RAG: Utilizes
LLMs augmented with RAG to semantically match inci-
dents to analysts based on domain expertise, previous
assignments, and asset familiarity. A feedback-based
learning mechanism reinforces successful matches by
storing resolved incidents with performance metrics and
analyst recommendations, thereby creating a continuous
improvement loop.

• Tier Distribution Optimization Algorithms: Intro-
duces two novel algorithms—Quantile-Targeted
Normality-Regularized Optimization (QT-NRO) and

Joint Optimization ofWeights and Thresholds (JOWT)—
that dynamically optimize incident scoring coefficients
and tier decision thresholds to achieve target analyst
utilization and balanced workload distribution across the
SOC hierarchy.

Together, this framework aims to substantially improve
SOC efficiency by enabling adaptive escalation that is risk-
aware, context-sensitive, and self-optimizing.

This study substantially extends our preliminary confer-
ence work [6], which introduced the conceptual framework
and initial case study validation. The present journal version
contributes the following novel extensions: (1) two tier
distribution optimization algorithms (QT-NRO and JOWT)
with mathematical formalization and convergence analysis;
(2) full implementation and experimental validation of 10,021
real-world incidents from Microsoft Defender; (3) com-
prehensive MTTR simulation with industry-benchmarked
parameters; (4) a novel RAG Relevance Score metric for
quantifying analyst-incident assignment quality; and (5) an
Adaptive Capacity Zoning mechanism with four operational
zones for dynamic workload management.

Paper Organization: Section II surveys related work
on SOC automation, AI-assisted incident response, and
adaptive escalation strategies. Section III establishes the
requirements for an effective escalation model, identifying
key design principles and operational constraints. Section IV
presents the proposed context-aware, AI-driven load balanc-
ing framework, detailing the multi-factor incident scoring
model, JOWT and QT-NRO optimization algorithms, RAG-
enhanced semantic matching engine, and Adaptive Capacity
Zoning mechanism. Section V describes the implementation,
including system architecture, dataset processing, and API
design. Section VI presents the experimental results and
discussion, evaluating tier distribution optimization, capacity
zoning effectiveness, RAG relevance comparison, andMTTR
improvements. Finally, Section VII concludes the paper with
a summary of the contributions and implications for next-
generation SOCs.

II. RELATED WORK
Modern SOCs are inundated with security alerts, far beyond
what human analysts canmanage effectively.Many enterprise
SOCs handle thousands of alerts per day, yet the vast majority
are false positives. For instance, one study observed that out
of 133 million alerts collected, only 593 were ultimately
escalated as true security incidents [7]. This torrent of
mostly spurious alerts leads to the well-known problem
of ‘‘alert fatigue,’’ wherein analysts become desensitized
or overwhelmed, increasing the risk of missing genuine
threats [7], [8]. Furthermore, today’s cyber attacks often
unfold as complex, multi-stage campaigns that cut across
multiple systems and phases. Such APTs can easily exceed
the capabilities of traditional linear response workflows,
which struggle to adapt to attacks that evolve over time and
across domains [9]. These challenges underscore the need
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for intelligent, adaptive incident response solutions that can
triage alertsmore effectively and dynamically escalate critical
incidents.

Incident response in most SOCs traditionally follows
a structured multi-tier escalation model inspired by ITIL
guidelines. Tier 1 analysts perform initial alert triage and
filtering, escalating unresolved or complex cases to Tier
2 for in-depth investigation, and only the most critical or
specialized incidents reach Tier 3 experts for containment
and recovery [10]. This static, rule-based escalation hierarchy
has clear organizational benefits but suffers from major
limitations in modern environments. Rigid escalation rules
and ‘‘queue-based’’ assignment often fail to account for
important contextual factors such as the current analyst
workload, individual skill specializations, or the business
impact of a particular asset or alert. As a result, SOCs
frequently experience imbalanced workloads, misallocation
of expert resources, and slow response times when following
inflexible escalation procedures. To address these issues,
researchers have begun exploring adaptive and collaborative
incident-handling frameworks that allow more flexible esca-
lation paths based on situational context. For example, some
proposals suggest dynamically re-routing or reassigning
incidents in real time according to their severity and the
availability of appropriate personnel, rather than strictly
following a fixed tiered path [11]. Although such adaptive
models are still not commonplace in industry, they point
toward the value of more context-aware and data-driven
escalation strategies.

A significant body of recent work applies Artificial
Intelligence (AI) and Machine Learning (ML) to relieve
alert overload and improve SOC triage efficiency. In the
area of alert triage and filtering, supervised learning models
have shown promise in distinguishing true threats from
benign alerts using historical incident data. For example,
Ban et al. developed a classifier augmented with visu-
alization tools to automatically prioritize high-risk alerts,
significantly reducing false-positive rates in a production
SOC environment [12]. Others have focused on unsupervised
anomaly detection techniques to catch elusive threats while
filtering noise. Aminanto et al. combined an Isolation
Forest with stacked autoencoders to identify unusual alert
patterns, successfully flagging anomalies that were missed
by static rules and, therefore, reducing false alarms [13].
In a complementary approach, Hassan et al. introduced the
NoDoze system, which leverages provenance-based alert
correlation to combat alert fatigue [8]. NoDoze automatically
links related alerts into cohesive incidents using causal
provenance graphs, allowing benign or redundant alerts to
be filtered out and focusing analyst attention on the truly
suspicious chains of events. By applying such correlation
and machine reasoning, NoDoze demonstrated a substantial
decrease in analyst workload and missed threats due to
fatigue [8]. These AI-driven triage solutions, spanning
supervised, unsupervised, and graph-based methods, all

report improvements in precision – reducing false positives –
and in the efficiency of identifying real attacks, thus directly
mitigating alert fatigue in SOC operations.

Beyond initial triage, researchers have explored
AI-powered recommender systems and decision-support
tools to assist analysts during investigation and response.
Rather than replacing humans, these systems aim to
augment analyst decision-making with relevant suggestions
and automation of routine steps. For example, ARSCA
(Adaptive Recommender System for Cybersecurity Analysis)
is a tool originally proposed by Zhong et al. to trace
and learn from the cognitive processes of expert analysts
during incident triage [11]. By capturing which actions
and external resources experienced analysts use in complex
investigations, ARSCA can guide junior analysts through
similar cases by recommending next steps or relevant
information. This kind of cognitive task tracing and guidance
has been shown to help less-experienced responders handle
intricate multi-stage incidents more effectively, improving
consistency and reducing errors. In another vein, agent-
based automation frameworks are being applied to incident
response to handle repetitive tasks and orchestrate complex
playbooks. Microsoft’s recent LLexus system is one example
of an AI agent system for incident management that
can execute troubleshooting guides autonomously across
distributed cloud services [14]. LLexus employs multiple
coordinated agents to investigate issues and perform
remediation steps, significantly reducing the cognitive burden
on human operators and shortening response times for
common incidents [14]. These developments illustrate how
recommender systems andmulti-agent AI can collaboratively
support human analysts – by suggesting relevant actions,
retrieving context, or even carrying out certain response
actions – thereby augmenting the SOC’s overall capability.

Another critical challenge in SOC operations is optimal
incident assignment and load balancing among analysts.
In many security teams, incoming incidents are still assigned
in a round-robin fashion or simply to whoever is available,
which can lead to overloading some analysts while others
are underutilized, and may ignore which analyst has the
best skills for the case. Modern Security Orchestration,
Automation, and Response (SOAR) platforms have started
to incorporate intelligence to tackle this issue. For instance,
Cortex XSOAR by Palo Alto Networks uses a machine-
learning-based recommendation engine (known as ‘‘DBot’’)
to suggest the most suitable analyst for a new incident, taking
into account the incident type, past incident handling history,
and the current workloads of each analyst [15]. This ensures
that assignments consider both expertise and balancing of
work, rather than relying on static escalation rules. Early
reports indicate that such ML-driven assignment can prevent
certain analysts from becoming overwhelmed and improve
overall response quality by matching incidents to analysts
with relevant experience [15]. Beyond commercial tools, the
research community has proposed advanced techniques for
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dynamic incident allocation. Reinforcement learning (RL)
is gaining traction as a means to continuously optimize
response policies: Ren et al. present the ARCS framework,
which applies deep reinforcement learning to automate
incident response strategy selection [9]. ARCS learns from
ongoing operations and feedback, yielding adaptive decision
policies that significantly outperformed static rule sets in
simulation (e.g., achieving faster incident resolution and
higher threat containment rates) [9]. There is also growing
interest in multi-agent systems for SOC coordination, where
multiple AI agents (or agent-human teams) negotiate task
assignments and share resources in real time. In principle,
such multi-agent approaches could dynamically redistribute
investigations across the SOC team as conditions change (for
example, shifting lower-priority tasks to an automated agent
when human analysts are busy with a critical incident) [16].
Although still an emerging research area, this idea of cooper-
ative, decentralized incident management holds promise for
improving both efficiency and resiliency in SOC workflows.

Despite these advancements in alert triage, escalation
assistance, and incident allocation, significant challenges
remain before AI is fully integrated across the incident
response lifecycle. One open issue is explainability: analysts
are often reluctant to trust automated recommendations or
decisions that they do not understand. Ensuring that AI
systems can provide human-interpretable explanations for
why an alert was classified as malicious or why a particular
analyst was recommended for an incident is crucial for
building analyst trust and adoption of these tools [11].
Another challenge is data availability and privacy. Effective
machine learning models for SOC require large volumes
of security incident data, including sensitive information
about networks and threats. Privacy-preserving techniques
for sharing and learning from security data (for instance,
using federated learning or anonymization) are needed
to overcome organizational data silos while respecting
confidentiality [16]. Dynamic modeling of analyst skills and
behavior is also largely unsolved – current systems do not
adequately capture the evolving skill sets of analysts or
team fatigue levels, which are important for intelligent task
assignment. Furthermore, adversaries may attempt to deceive
or evade AI-based defenses (through adversarial attacks
against ML models or feeding poisoning data), so future
research must harden AI systems against such manipulation.
Finally, scalability and integration remain practical hurdles:
solutions must handle the scale of enterprise SOC envi-
ronments (millions of events per day) and integrate with
existing SOC processes and tools without adding excessive
overhead [9]. Addressing these areas will be key to realizing
the full potential of AI-augmented incident response.

Tariq et al. [18] provide a comprehensive synthesis of
the causes and mitigation strategies surrounding alert fatigue
in SOCs. Employing the A2C framework—automation,
augmentation, and collaboration—the study categorizes key
drivers of alert fatigue and systematically maps them to

academic and industry solutions. Emphasis is placed on
hybrid intelligence and human–AI teaming, with recommen-
dations for dynamic autonomy, adaptive decision-making,
and collaborative exploration. This research contributes sig-
nificantly by identifying research gaps and offering direction
for future AI-enhanced SOC operations.

Tang et al. [24] introduce DeepARR, a deep learning-based
alert risk rating model designed to alleviate alert fatigue by
prioritizing alerts based on their potential severity. The model
incorporates dynamic time window segmentation to reduce
data volume and uses a directed graph method to address
data imbalance. By combining temporal-spatial and event-
based features, DeepARR achieves high precision and recall
in rating alerts using the CPTC-2018 dataset. This study
presents a technically robust approach that optimizes the alert
triage process without sacrificing accuracy or computational
efficiency.

Jalalvand et al. [25] conduct a systematic review of
alert prioritization (AP) methods and criteria within SOCs,
structured through the lens of human–AI teaming (HAT).
The work categorizes AP into three modes—automation,
augmentation, and collaboration—highlighting the strengths
and limitations of each. It also presents a taxonomy of criteria
and methods drawn from 89 reviewed studies, providing a
critical evaluation and identifying areas for improvement.
The authors advocate for leveraging the complementarity of
AI systems and human analysts to enhance alert management
and incident response efficacy.

Kilincdemir and Celiktas [21] propose a multi-factor
optimization framework for incident assignment in SOCs
that accounts for both incident characteristics and analyst
attributes. The framework introduces two novel metrics—
Analyst Load Factor and Experience Match Factor—to
balance workload and expertise. Incidents are scored using
variables such as severity, SLA urgency, and asset criticality.
Validated through a case study on CICIDS2017 data, the
model demonstrates potential for improving triage precision
and operational fairness in high-volume SOC environments.

Radah et al. [20] present an autonomous SOC agent that
integrates the ReAct framework with detection engineering
to enhance alert triage and incident handling. This system
embeds structured reasoning and contextual awareness into
the analysis process, addressing common limitations of
LLM-based SOC tools such as hallucinations and poor
tool selection. Through empirical evaluation, the agent
demonstrates improved decision-making, reduced analyst
burden, and more accurate alert handling, pointing toward
more resilient, AI-driven SOC infrastructures.

Lin et al. [28] explore the application of Generative AI
in cybersecurity to reduce false alerts in threat detection
systems. By incorporating user feedback, the proposed
GenAI agent learns to suppress recurring false positives
through ranking anomaly vectors and deploying a generative
recommender. The study evidences a significant reduction in
false alerts and improved resource allocation. It demonstrates
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how generative models can enhance system resilience
and detection accuracy without undermining human
oversight.

Sivakumar examines the role of Agentic AI in predictive
AIOps, emphasizing its contribution to autonomous and
proactive IT operations. The study discusses how machine
learning and real-time analytics enable early identification
and resolution of IT anomalies, minimizing downtime and
optimizing resource use. Key themes include anomaly
detection, risk management, and ethical considerations.
The research argues that integrating Agentic AI transforms
traditional reactive IT management into a predictive and
autonomous paradigm, advancing AIOps maturity.

In summary, AI-driven approaches have begun to signif-
icantly improve SOC operations by tackling alert overload,
incident complexity, and resource allocation issues. Studies
and deployments have reported measurable gains in detec-
tion accuracy, triage speed, and analyst efficiency when
applying techniques like those discussed above [7], [11],
[12]. Nonetheless, today’s solutions often remain point tools
addressing isolated parts of the problem; they lack a cohesive,
context-aware framework that holistically integrates dynamic
learning, expert knowledge, and skill-based task matching.
Our work seeks to bridge this gap by proposing a scalable,
adaptive incident management framework that unifies LLMs,
RAG, and novel tier distribution optimization algorithms.
By combining these techniques, we aim to enable SOCs that
not only triage and prioritize alerts more effectively but also
autonomously learn from their environment. This approach
ultimately elevates both the speed and effectiveness of cyber
incident response.

Discussion: The comparative summary in Table 1 illus-
trates that recent research has made substantial progress in
enhancing alert triage and adaptive escalation within SOCs.
Academic works such as Ban et al. [7], Aminanto et al. [13],
and Hassan et al. [8] primarily focus on reducing false
positives and improving analyst efficiency, but they rarely
report concrete operational metrics such as MTTR, MTTI,
or MTTC. More advanced approaches, including ARCS [9],
demonstrate simulated improvements in response and con-
tainment times, highlighting the promise of reinforcement
learning for continuous policy refinement. Industrial plat-
forms like Cortex XSOAR [15] and LLexus [14] provide
real-world evidence of automation benefits, though their
results are often qualitative or case-study based rather than
systematically benchmarked.

A useful benchmark comes from IBM’s Cost of a
Data Breach Report 2025, which shows that organizations
deploying AI-driven security automation reduced mean time
to identify (MTTI) from 168 to 148 days, and mean time
to contain (MTTC) from 64 to 42 days, while cutting total
breach costs by an average of USD 1.7 million. These
results provide concrete evidence of the operational benefits
of AI-enhanced SOC practices at enterprise scale, and
they complement the more targeted but less operationally
quantified improvements reported in academic literature.

Taken together, the findings underscore the research gap:
while individual studies optimize specific tasks such as triage
or assignment, a unified and adaptive framework capable of
delivering measurable improvements across MTTI, MTTC,
and MTTR remains absent.

III. REQUIREMENTS FOR AN EFFECTIVE ESCALATION
MODEL
Building on the challenges outlined in Section II, large-scale
SOCs face quantifiable operational pressures that underscore
the need for adaptive escalation. Organizations may receive
tens of thousands of alerts per day, with studies demonstrating
that over 54% can be automatically suppressed as false
positives while maintaining a 95.1% detection rate [27].
Surveys report that more than half of SOCs are overwhelmed
by alert volume, with fewer than half of daily alerts fully
investigated [29]. These operational realities demonstrate that
static escalation workflows cannot scale effectively in large
enterprises.

Table 3 summarizes the typical multi-tier organizational
structure. While this hierarchy enables specialization, it may
inadvertently introduce rigid escalation paths when not
dynamically managed. Routing all alerts sequentially through
each tier can slow down responses to urgent threats or
overload specialized analysts with trivial tasks. Consequently,
effective escalation models should provide flexibility by
enabling context-driven tier reassignment and bypassing
unnecessary steps when required.

Another key requirement involves real-time workload
management. Tier 2 and Tier 3 teams are typically limited in
size and thus highly resource-constrained. Without dynamic
load balancing, critical incidents can be delayed due to
analyst bottlenecks. Studies indicate that analyst accuracy
and decision quality deteriorate significantly under prolonged
overload [30]. Therefore, adaptive escalation frameworks
must incorporate analyst availability, workload distribution,
and shift rotations to ensure timely handling while preventing
burnout. Balancingworkloads across tiers and individuals can
significantly enhance both responsiveness and resilience.

In addition to workload and expertise, incident severity and
contextual relevance are central to escalation requirements.
Not all alerts carry equal importance: some represent low-risk
events while others directly threaten critical assets or business
functions. Severity levels, when aligned with business impact
analysis, can guide prioritization, ensuring that high-impact
alerts receive immediate attention [31]. Similarly, contextual
and historical knowledge can optimize decision-making. If an
incident resembles a previously resolved case, SOCs can
leverage prior remediation strategies or route it to analysts
familiar with the issue [23]. A graph-based contextually
informed escalation also supports detection of recurring
campaigns or systemic vulnerabilities, which may not be
evident when alerts are treated in isolation.

Finally, advances in automation and machine learning
(ML) have introduced opportunities to augment escala-
tion decisions. AI-driven triage mechanisms, such as the
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TABLE 1. Comparison of SOC alert triage and escalation approaches.

Automated Alert Classification Tool (AACT) proposed
by Turcotte et al. [17], have demonstrated the ability to
automatically resolve a significant fraction of benign alerts.
In one SOC deployment, this system closed approximately
61% of alerts without human intervention, allowing analysts
to concentrate on high-severity incidents. However, such
tools remain limited when confronting novel or sophisticated
threats [26], reinforcing the importance of human-in-the-
loop models. The next generation of SOC escalation
frameworks must therefore integrate automated triage and
contextual intelligence with human expertise, creating a
balance between efficiency and resilience.

A. KEY FACTORS IN ESCALATION DECISIONS
Based on the above discussion, effective escalation in SOCs
depends on three interrelated dimensions:

• Incident complexity and severity: Escalation should
reflect both technical difficulty and potential business
impact. Advanced threats and high-value asset compro-
mises warrant immediate, high-tier engagement.

• Analyst expertise and workload: Incident assignment
must consider both the skill set of analysts and their
current workload, ensuring balanced task distribution
while preventing bottlenecks and fatigue.

• Historical and contextual knowledge: Leveraging
past incidents, remediation history, and organizational

context improves prioritization and reduces redundant
efforts.

These requirements underline the limitations of static
SOC models and motivate the need for dynamic, adaptive
escalation strategies that integrate machine learning and
human expertise for improved efficiency and reliability.

TABLE 2. Mapping of escalation requirements to framework components.

Table 2 summarizes the mapping between these escalation
requirements and the algorithmic components introduced in
Section IV, illustrating how each operational challenge is
addressed by a specific element of the proposed framework.
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TABLE 3. SOC team structure for an enterprise organization [4].

Scope of Tier Optimization.While enterprise SOCs may
employ four organizational levels including management
(Tier 4), the incident assignment optimization presented
in this work focuses on the three operational tiers (Tier
1 through Tier 3) that directly handle incident resolution.
Tier 4 personnel fulfill strategic and oversight functions
and do not participate in direct incident assignment queues.
Consequently, the JOWT and QT-NRO algorithms optimize
incident distribution across Tiers 1–3, with target proportions
of 50%, 32%, and 18% respectively.

B. LIMITATIONS OF CURRENT APPROACHES
A key limitation of current approaches is their narrow
focus on reducing false-positive alerts to mitigate analyst
fatigue [26]. Although this reduces unnecessary workload,
it fails to address situationswhere SOCs face a high volume of
true-positive alerts. Evenwith advancedAI-driven triage, per-
fect accuracy remains unrealistic due to constantly evolving
attack vectors and inherent model limitations. Consequently,
SOC teams may still face overwhelming volumes of genuine
alerts requiring timely escalation. This disparity underscores
the necessity for intelligent AI-driven load-balancing strate-
gies that efficiently prioritize, escalate real incidents, and
assign these to the most skilled analysts familiar with the
incident’s history and context. These systems must consider
dynamic elements like analyst workload, skill alignment, and
incident severity to enhance resource allocation and incident
management, thereby achieving efficiency for the SOC team.

IV. PROPOSED CONTEXT-AWARE, AI-DRIVEN LOAD
BALANCING FRAMEWORK
Our proposed AI-based load balancing framework aims
to establish a comprehensive scoring system to optimize
incident escalation and assignment processes within SOC
environments. The framework introduces an adaptive scoring
system that evaluates each incident using five critical factors,
enabling intelligent decision-making regarding both tier
escalation and analyst assignment.

Terminology: Initial Tier Routing vs. Sequential Esca-
lation. This work distinguishes between two forms of tier

assignment. Initial tier routing refers to the direct assignment
of an incident to its target tier upon arrival, based on multi-
factor scoring; the proposed LLM-enhanced framework
employs this approach. Sequential escalation refers to the
traditional model where all incidents enter at Tier 1 and
progress upward through tiers based on time thresholds
or resolution failures; this serves as the classical baseline
for comparison. The key advantage of initial tier routing
is the elimination of unnecessary tier traversals, reducing
handoff delays and wasted investigation time at intermediate
levels.

These key factors include the following.

• Severity: Reflects the possible impact and urgency
associated with the incident.

• Complexity: Represents the degree of difficulty in
analyzing and resolving the incident.

• Relevance to Analyst Skillset: Measures the alignment
of the analyst’s expertise and training with the charac-
teristics of the incident.

• Historical Assignments: Leverages previous handling
patterns and effectiveness in resolving similar incidents
by the analyst.

• Analyst Workload : Assesses the current workload of
analysts to ensure balanced resource utilization and
avoid overload.

In the following section, we formalize the previously
identified factors into quantifiable metrics, enabling sys-
tematic evaluation and comparison. To address dimensions
that are inherently subjective or computationally complex—
such as skill relevance and historical effectiveness—we
incorporate advancedAI andmachine learningmodels. These
models are used to infer patterns, predict optimal analyst
matches, and dynamically adapt to evolving SOC conditions.
By applying these models, the framework delivers a more
accurate, contextually informed, and real-time assessment of
incident characteristics, enabling intelligent load balancing
for effective incident escalation decisions within the SOC
environment.
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FIGURE 1. SOC AI Escalation Workflow.
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A. ARCHITECTURE OF THE AI-POWERED ESCALATION
SYSTEM
The proposed framework comprises interconnected compo-
nents enabling real-time incident escalation and workload
distribution. As illustrated in Figure 1, the architecture
follows a systematic workflow comprising data collection,
scoring, decision-making, and adaptive feedback loops.

Following the presentation of the architecture in Figure 1,
the AI-powered escalation workflow is described as follows.
Incoming alerts are initially processed through a filtering
mechanism and subjected to predefined rule sets. Upon detec-
tion of threshold violations, alerts are escalated to human
analysts. Each phase of the process is comprehensively
monitored and logged, thereby supporting both real-time
incident response and retrospective auditability.

The framework begins with the Incident Data Collection
phase (Algorithm 1), where active incidents are retrieved
from SIEM/SOAR systems and enriched with contextual
information such as real-time threat intelligence (e.g., CVE
databases, MITRE ATT&CK), current SOC performance
metrics, and analyst workload profiles. This comprehensive
data aggregation, depicted in Figure 1, provides a solid
foundation for accurate and contextually enriched incident
evaluation.

Algorithm 1 Incident Data Collection
1: Input: SIEM/SOAR, Threat Intelligence, SOC Metrics
2: Output: Collected incident data and analyst profiles
3: function CollectIncidentData
4: incidents← Fetch active incidents from SIEM/SOAR
5: analysts← Retrieve analyst profiles and workload
6: threat_data← Fetch latest CVE, ATT&CK framework
7: soc_metrics← Get SOC performance metrics
8: return (incidents, analysts, threat_data, soc_metrics)
9: end function

Subsequently, each collected incident undergoes evalua-
tion through the Incident Scoring mechanism (Algorithm 2),
where the system computes a composite incident score by
factoring in severity, complexity, and the current workload of
the potentially assigned analyst as formulated in Equation 2.
The resulting score is evaluated against a predefined thresh-
old to determine whether the incident should be escalated to
a higher tier or proceed to internal analyst assignment.

Algorithm 2 Incident Scoring
1: Input: Incident details (severity, complexity, workload)
2: Output: Incident score
3: function ScoreIncident(incident)
4: severity← ComputeSeverity(incident) ▷ Impact, urgency
5: complexity← ComputeComplexity(incident) ▷ Affected

systems
6: workload ← GetAnalystWork-

load(incident.assigned_analyst)
7: incident_score← (α · severity)+ (β · complexity)
8: return incident_score
9: end function

If escalation is required, the framework initiates the
Incident Escalation process (Algorithm 3), automatically
updating the tier level or flagging the case for external
intervention in critical scenarios. Otherwise, the incident
transitions to the AI-Based Incident Assignment stage
(Algorithm 5). In this stage, an intelligent matching algorithm
calculates relevance scores based on historical assignment
data and analyst skill profiles as formulated in Equation 7.
These scores are dynamically combined with real-time
workload metrics to determine the most appropriate analyst
for the task.

Algorithm 3 Incident Escalation
1: Input: Incident, Escalation Threshold
2: Output: Updated Incident Tier
3: function EscalateIncident(incident)
4: if incident.resolution_time_exceeds_threshold() then
5: if incident.assigned_tier < MAX_TIER then
6: incident.assigned_tier← incident.assigned_tier + 1
7: Log(‘‘Incident Escalated to Tier’’,

incident.assigned_tier)
8: else
9: Log(‘‘Critical Alert: Incident requires external

intervention’’)
10: end if
11: end if
12: end function

Once an incident is assigned, two possible outcomes are
considered. If the assigned analyst successfully resolves the
case, the resolution outcome is recorded in the historical
assignment database. This continuous logging strengthens the
knowledge base of the system and supports more accurate
decision-making in subsequent assignments.

Conversely, if the incident remains unresolved beyond
acceptable temporal thresholds, the system automatically
re-engages the escalationmechanism (Algorithm 3) to elevate
the case to a higher tier for further investigation. In scenarios
where no analyst possesses a sufficient skill match for the
incident, the framework defaults to allocating the case to the
analyst with the lowest workload. This fallback ensures that
the incident receives attention while simultaneously flagging
it as potentially novel, indicating the need for external
expertise or additional knowledge infusion into the SOC
environment.

1) ADAPTIVE CAPACITY ZONING (ALGORITHM 4)
A core contribution of the proposed architecture is the
integration of an adaptive capacity zoning mechanism,
which dynamically regulates workload distribution across
SOC tiers according to real-time utilization. Traditional
escalation policies often rely on static thresholds or manual
decision-making, resulting in inefficient resource use and
delayed response under variable alert loads. In contrast,
Algorithm 4 introduces a multi-zone control model—
Capacity, Extended, Overload, and Saturated—to rep-
resent the evolving workload pressure on each tier. These
zones are computed from tier-specific parameters, namely
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the Base Capacity (Ct ), Extension Multiplier (et ), and
OverloadMultiplier (ot ), which together define deterministic
thresholds for when a tier may accept new incidents or must
escalate existing ones.

In mathematical terms shown in Equation 9, the model
segments each tier’s operational state via thresholds, where
Wt represents the current workload of tier t . The operation
zone Zt (Wt ) results from evaluating Wt against these
boundaries, while the effective capacity Ĉt (Wt ) specifies the
maximum load tier t can accommodate safely. This approach
changes the escalation process from a simple binary threshold
rule into a continuous, interpretable control strategy featuring
inherent adaptability.

Operationally, Algorithm 4 executes in three principal
stages:

1) Zone Determination: For each tier t , the system
computes its current zone and scaling multiplier based
on Wt , thereby establishing the capacity headroom
available before escalation becomes necessary.

2) Feasible Analyst Selection: Within that tier, the
algorithm evaluates analysts whose active load La
remains below their effective capacity ĉa = ca × mt ,
ensuring that only analysts with sufficient headroom
are considered for assignment.

3) Adaptive Assignment or Escalation: If feasible
analysts exist, Algorithm 5 (AI-Based Incident Assign-
ment) selects the optimal candidate a⋆

i based on
relevance and skill alignment. Both the selected
analyst’s load La⋆

i
and the tier’s workload Wt are then

incremented by one unit, and the incident’s assigned
tier t⋆i is recorded. If no feasible analyst is found, the
incident is escalated to the next tier; if all tiers are
saturated, it is queued for deferred or external handling.

Through this mechanism, Algorithm 4 maintains a
dynamic equilibrium between demand and resource availabil-
ity. By coupling macro-level zoning (capacity scaling and
escalation control) with micro-level optimization (AI-based
analyst selection), it ensures that escalation decisions are
workload-sensitive, deterministic, and analytically traceable.
The result is a resilient SOC workflow that adapts seamlessly
to fluctuating alert volumes, prevents analyst overload, and
consistently reduces key performance metrics such as Mean
Time to Identify (MTTI) andMean Time to Contain (MTTC).

Through this tightly integrated pipeline of data collection,
scoring, adaptive zoning, assignment, and feedback, the pro-
posed framework enables intelligent load balancing within
SOC environments, enhancing both operational efficiency
and incident response resilience.

B. DATA SOURCES
Framework effectiveness depends on the completeness,
diversity, and freshness of the data it consumes. As depicted
in Figure 1, each architectural component—ranging from
incident scoring to AI-based analyst assignment—relies

Algorithm 4 Adaptive Capacity Zoning for Tiered SOCs
1: Input: Incident incident (entry_tier), TierConfig (BaseCapacity[t],

ExtensionMultiplier[t], OverloadMultiplier[t] for tiers t ∈ {1, 2, 3}),
Workload Workload[t] ▷ number of active incidents at tier t , Analysts
AnalystsByTier[t] ▷ each analyst has a.base_capacity and a.load
(active incident count)

2: Output: Assigned analyst (and updated tier/workload) or queued
incident

3: function ComputeTierZoneAndMultiplier(t)
4: capacityLimit← BaseCapacity[t]
5: extendedLimit← BaseCapacity[t] ×(1+ ExtensionMultiplier[t])
6: overloadLimit← extendedLimit ×(1+ OverloadMultiplier[t])
7: ifWorkload[t] ≤ capacityLimit then
8: return (CAPACITY, m← 1)
9: else ifWorkload[t] ≤ extendedLimit then
10: return (EXTENDED, m← 1+ ExtensionMultiplier[t])
11: else ifWorkload[t] ≤ overloadLimit then
12: return (OVERLOAD, m← (1+ ExtensionMultiplier[t]) · (1+

OverloadMultiplier[t]))
13: else
14: return (SATURATED, m← 0) ▷ No headroom at this tier
15: end if
16: end function
17: function FeasibleAnalysts(t,m)
18: C ← ∅
19: for each a in AnalystsByTier[t] do
20: effectiveCapacity← a.base_capacity ×m
21: if a.available and a.load < effectiveCapacity then
22: Add a to C
23: end if
24: end for
25: return C
26: end function
27: procedure AdaptiveCapacityZoning(incident)
28: start ← incident.entry_tier ▷ e.g., 1 for T1
29: for t ← start toMAX_TIER do ▷ Scan upward: T1→ T2→ T3
30: (zone,m)← ComputeTierZoneAndMultiplier(t)
31: if zone = SATURATED then
32: continue ▷ Tier cannot take more work; escalate to next tier
33: end if
34: Candidates← FeasibleAnalysts(t,m)
35: if Candidates ̸= ∅ then ▷ Utilization is suitable: delegate

analyst selection
36: Call Algorithm :5 best ← AssignIncident(incident,

Candidates)
37: best.load← best.load +1
38: Workload[t]←Workload[t] +1
39: incident.assigned_tier← t
40: return best ▷ Assigned via AI-based Incident Assignment
41: end if▷ Zone allows assignment but no feasible analyst (e.g., all

offline)⇒ escalate
42: end for
43: enqueue(incident) ▷ All tiers saturated or no feasible analyst
44: return QUEUED
45: end procedure

on multiple structured and unstructured data streams. The
framework integrates the following core data sources:

1) Incident Management Systems (SIEM, SOAR, Tick-
eting): These systems constitute the foundation for
initiating the escalation workflow (Algorithm 1).
SIEM tools provide log aggregation and alert correla-
tion; SOAR platforms automate triage and escalation
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Algorithm 5 AI-Based Incident Assignment
1: Input: Incident, List of Analysts, Historical Assignment DB,

Analysts Skills Set DB
2: Output: Assigned Analyst
3: function AssignIncident(incident, analysts)
4: best_analyst← NULL
5: best_score←−∞
6: for each analyst in analysts do
7: if analyst is available then
8: assignment_history← AiCalculateAssignmentRel-

evance(incident, analyst, historical assignment db)
9: skills_relevance ← AiCalculateSkillsRele-

vance(incident, analyst, analyst skills)
10: relevance ← ComputeRelevance(incident, assign-

ment_history, skills_relevance)
11: assignment_score ← (λ · relevance) + (µ ·

workload_score)
12: if assignment_score > best_score then
13: best_score← assignment_score
14: best_analyst← analyst
15: end if
16: end if
17: end for
18: return best_analyst
19: end function

workflows; ticketing systems capture case manage-
ment data, including timestamps, analyst actions, and
resolution notes. Collectively, these systems provide
the raw incident data consumed by Algorithms 1 and 2.

2) Analyst Profiles (Skills, Experience, Workload):
Analyst metadata—including specialization areas
(e.g., malware analysis, network forensics), cer-
tifications, historical resolution performance, and
active workload—is essential for personalized and
capacity-aware task assignment (Algorithm 5). This
data is cross-referenced with historical assignments to
compute analyst relevance and availability.

3) Threat Intelligence Feeds: Real-time threat intelligence—
including MITRE ATT&CK mappings, CVE entries,
and IoCs—is used to enrich incident context during the
data collection phase. These feeds contribute to more
precise severity and complexity evaluations, improving
the reliability of incident scores (Algorithm 2).

4) SOC Performance Metrics and Logs: Historical and
real-time SOC metrics such as alert volume trends,
MTTR, and escalation frequencies, are used to calibrate
AI decision thresholds and monitor system effective-
ness. These metrics also support predictive capacity
planning and ensure alignment with SLAs and response
efficiency goals.

5) Asset Inventory and Business Context: Data on the crit-
icality and interdependencies of organizational assets
informs the impact assessment process. Alerts involv-
ing sensitive or high-value systems are prioritized
during both the scoring (Algorithm 2) and escalation
(Algorithm 3) phases to ensure business-aligned inci-
dent handling.

By synthesizing these heterogeneous sources, the frame-
work constructs a real-time operational landscape that
enables adaptive, risk-informed incident escalation and
analyst assignment. This integrative approach underpins the
system’s ability to dynamically respond to evolving threat
conditions while maintaining workload balance across SOC
personnel.

C. FEATURE ENGINEERING FOR INCIDENT SCORING
Feature engineering is central to our AI-based load balancing
framework, transforming raw SOC data into structured
numerical features used for incident evaluation and escala-
tion. The accuracy and adaptability of the system depend on
the quality and relevance of these features.

Each incident is scored using a multi-dimensional feature
set capturing both its technical characteristics and operational
context. The core features include:

1) Severity: This quantifies incident impact and urgency.
It incorporates system criticality, data sensitivity, threat
intelligence, and alignment with adversary tactics.
Business impact data informs severity weighting.
An Asset Risk Score, reflecting an asset’s vulnerability
and exposure history, is included to adjust severity
based on risk of compromise. Risk is distinguished
from severity by representing the likelihood of compro-
mise, derived from vulnerability data, exposure levels,
and historical alerts.

2) Complexity: Represents the analytical difficulty of
resolving the incident. It considers the number and
diversity of affected systems, payload obfuscation, and
inter-team coordination. Scores are computed using
historical logs and contextual threat data.

3) Relevance to Analyst Skillset: Measures alignment
between incident attributes and analyst expertise,
including certifications, tool proficiencies, and experi-
ence with similar threats. Profile data is sourced from
SOC dashboards and HR systems.

4) Historical Assignments: Reflects the analyst’s prior
involvement with similar incidents. Recurrent exposure
to particular attack patterns, affected assets, or user
behaviors is weighted positively, as such familiarity can
significantly enhance investigation speed and accuracy.

5) Analyst Workload: Ensures balanced task allocation.
It considers the number of ongoing cases, task
duration, task complexity, shift scheduling, and recent
performance, sourced from SIEM/SOAR and SOC
dashboards.

Extended Features from Data Sources: Additional
attributes improve scoring accuracy:

• Asset Business Value: Incidents involving high-value
systems, such as core business systems, financial
databases, or intellectual property repositories, receive
higher priority.

• User Role and Access Level: Alerts associated
with privileged accounts or executive-level users are
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escalated with higher urgency, due to their poten-
tial to cause widespread impact or access sensitive
information.

• Threat Intelligence Enrichment: Real-time feeds includ-
ing exploit activity, attacker TTPs, and known IOCs,
dynamically adjust severity and complexity scores.

• SOC Performance Metrics: Metrics such as MTTR,
tier-specific case loads, alert fatigue levels, and analyst
availability influence scoring weights and escalation
thresholds [18].

Together, these features enable adaptive, situationally
aware incident scoring that improves analyst assignment,
resolution speed, and escalation efficiency.

D. MACHINE LEARNING MODELS FOR OPTIMIZED
ASSIGNMENT
To enable intelligent and context-aware incident escalation
in SOCs, we explore a hybrid AI framework that integrates
LLMs, RAG, and feedback-based continuous learning. This
architecture dynamically assesses and assigns incidents by
estimating the relevance of each analyst based on skills,
historical performance, and contextual fit.

Traditional machine learning models rely heavily on
structured inputs, such as labeled incident categories and
static thresholds. However, modern SOC environments gen-
erate massive volumes of unstructured and semi-structured
data—ranging from alert logs, analyst notes, and threat
intelligence feeds to prior incident tickets. This diversity
presents a challenge for conventional models but offers an
ideal application domain for LLMs, which excel at processing
unstructured text data.

1) LLM WITH RAG
The core approach leverages LLMs combined with RAG
to assess analyst-incident relevance. Incoming incidents are
converted into textual summaries incorporating contextual
metadata—affected assets, severity level, and indicators of
compromise. The RAG mechanism retrieves semantically
relevant documents (historical incident reports, analyst per-
formance logs) from an indexed SOC knowledge base using
similarity search over embedded representations.

The LLM reasons about optimal assignment using this
retrieved context, considering skill relevance, past resolution
success, and domain specialization—without requiring hand-
crafted rules. This enables semantic reasoning across related
cases, handling novel incidents through organizational mem-
ory rather than relying solely on statistical correlations [32].

2) FEEDBACK-BASED CONTINUOUS LEARNING
The framework incorporates a feedback-based learning
mechanism inspired by reinforcement learning princi-
ples [33], where assignment outcomes—whether resolutions
were timely and accurate—serve as feedback for future
decisions.

Resolved incidents are logged with metadata includ-
ing analyst identity, resolution time, escalation status,
and performance metrics, then continuously added to the
RAG knowledge base. The Relevance Score computation
(Equation 25) leverages this historical data through the
H (a, i) component, which retrieves semantically similar
past incidents to evaluate analyst experiential relevance.
This closed loop enables adaptive learning and continuous
improvement without manual intervention.

3) HANDLING UNSTRUCTURED AND MULTI-SOURCE SOC
DATA
The architecture processes diverse SOC data sources—
structured alerts, unstructured analyst notes, and historical
logs—in a unified manner through the LLM’s natural lan-
guage understanding capabilities. RAG contextually enriches
decisions with relevant organizational knowledge, while
the feedback mechanism enables continuous adaptation to
evolving attack patterns.

E. HOW INCIDENTS ARE DYNAMICALLY ASSIGNED TO
ANALYSTS
The AI system calculates an optimal assignment based on the
following formula:

Incidentscore = α · Severity+ β · Complexity (2)

where α, β are weight parameters tuned using historical SOC
data.

Calculating an incident’s severity is amulti-faceted process
that begins by identifying n impact factors (e.g., functional
impact, information impact, recoverability, and observed
activity). Each factor i is assigned a numerical score Si (e.g.,
on a 0–9 scale) and a weight wi. The weighted sum is given
by:

Weighted Severity Sum =
n∑
i=1

wi · Si. (3)

To improve context-awareness, we incorporate two
dynamic modifiers into severity evaluation: (i) Asset Risk
Score, capturing the asset’s vulnerability and exposure
history; and (ii) SOC Feedback Adjustment, which reflects
analyst evaluations of asset criticality, trust level, and
likelihood of false positives. These factors are integrated into
the overall severity model to reflect both static and real-time
context.

Let Smin and Smax denote the minimum and maximum
possible weighted sums. The normalized Severity Score on
a 0–100 scale is then calculated as:

SeverityScore =

(∑n
i=1 wi Si

)
− Smin

Smax − Smin
× 100. (4)

In contrast, complexity refers to the inherent difficulty of
investigating and remediating the incident. Complexity is
influenced by the number of affected systems, the diversity
of technologies involved, the clarity of the attack vector, and
coordination needs.
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The Complexity Score is computed by identifying m
complexity factors. Each factor j is assigned a score Cj and
weight vj:

Weighted Complexity Sum =
m∑
j=1

vj · Cj. (5)

The normalized Complexity Score is then:

ComplexityScore =

(∑m
j=1 vj Cj

)
− Cmin

Cmax − Cmin
× 100. (6)

These metrics, calibrated using historical incident data,
provide a quantitative basis for prioritizing incident
response. A high Severity Score indicates significant
operational impact; a high Complexity Score indicates a
resource-intensive case requiring skilled analysts.

To optimize incident assignment and escalation in a SOC,
it is critical to ensure that the most appropriate team member
is selected. In this context, we define a Relevance Score based
on two components: (i) the analyst’s skill set, and (ii) the
historical relevance of similar cases.

Relevancescore = δ · Skills+ ϵ · AssignmentHistory, (7)

where:
• Skills is the normalized score reflecting the analyst’s
technical certifications, domain expertise, and past
performance.

• AssignmentHistory is the normalized relevance score,
based on prior cases involving similar indicators, user
profiles, or systems.

• δ and ϵ control the relative importance of each
component.

In practice, Skills is computed from HR systems and
analyst dashboards. AssignmentHistory is based on historical
incident logs and similarity metrics. By normalizing both
scores and applying weighted summation, the Relevance
Score guides incident routing toward analysts with the highest
contextual fit.

For example, if an analyst with malware-focused certifica-
tions has previously resolved ransomware cases affecting the
same asset group, their Relevance Score would be elevated
for new similar incidents.

These computations are implemented through a series of
coordinated algorithms depicted in Figure 1. Algorithm 2
performs the initial quantitative evaluation of each incident
by computing a composite score derived from severity, com-
plexity, and analyst workload parameters. The resulting score
guides subsequent routing decisions. Algorithm 4 then regu-
lates tier-level capacity by dynamically classifying workload
zones—Capacity, Extended, Overload, and Saturated—
ensuring that incidents are assigned only when sufficient
headroom exists. Once the feasible tier and available analysts
are determined, Algorithm 5 applies AI-based relevance
modeling, integrating analyst skill profiles and historical
assignment patterns to identify the most suitable analyst.

In parallel, Algorithm 3 manages temporal escalation based
on resolution thresholds, activating when incidents exceed
allowable handling time but without influencing score
computation or capacity control.

F. REAL-TIME MONITORING & ADJUSTMENTS BASED ON
WORKLOAD METRICS
The system continuously monitors SOC analyst workload
and dynamically adjusts incident assignment scores to
maintain operational balance. Real-time metrics such as open
incident count per analyst, resolution time, case complexity,
and escalation frequency are continuously ingested from
SIEM, SOAR, and ticketing platforms.

These metrics are used to adaptively influence assignment
scores. If an analyst is overloaded—exceeding their active
case threshold or engaged in complex investigations—the
system temporarily lowers their assignment priority. Con-
versely, available analysts with strong recent performance are
prioritized.

Workload awareness is updated at short intervals, enabling
the system to respond to changing SOC conditions. Shift
schedules, coverage windows, and predicted alert volumes
are also incorporated to support proactive load distribution.

This ensures a sustainable pace of operations, reduces
workload risk, and improves incident response quality. The
functionality corresponds to the Workload Monitor and
Dynamic Assignment Engine modules in Figure 1, which
collectively enable real-time analyst load tracking and score
recalibration.

G. ADAPTIVE CAPACITY ZONING FOR TIERED SOCs
As introduced in Section IV-A, the Adaptive Capacity Zoning
mechanism dynamically scales each tier’s capacity through
four operational zones—Capacity, Extended, Overload,
and Saturated—that govern when a tier may accept new
work or must escalate incidents. This subsection formalizes
the mathematical foundations underlying Algorithm 4.
The four capacity zones describe workload states within

each tier and are orthogonal to the three-tier organizational
hierarchy. Each operational tier independently transitions
through these zones based on its utilization ratio, enabling
fine-grained workload management without conflating orga-
nizational structure with operational state.

1) PROBLEM FORMULATION
Let the set of tiers be T = {1, 2, 3} (low→ high). Each tier
t ∈ T contains a set of analysts At , where each analyst a ∈ At
has:

• base capacity ca > 0, representing the maximum
number of concurrent incidents the analyst can handle;

• current load La ≥ 0, representing the number of
incidents currently assigned;

• availability indicator αa ∈ {0, 1}, where αa = 1 if the
analyst is available.
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The total base capacity, workload, and utilization of tier t are
then:

Ct =
∑
a∈At

ca, Wt =
∑
a∈At

La, Ut =
Wt

Ct
. (8)

2) ZONE THRESHOLDS AND EFFECTIVE CAPACITY
Each tier is characterized by two tuning parameters: the
Extension Multiplier et ≥ 0 and the Overload Multiplier
ot ≥ 0. These define the tier’s threshold boundaries:

2
cap
t = Ct ,

2ext
t = Ct (1+ et ),

2ovl
t = Ct (1+ et ) (1+ ot ). (9)

Given the current workloadWt , the operating zone of tier t is
determined by:

Zt (Wt ) =


Capacity, 0 ≤ Wt ≤ 2

cap
t ,

Extended, 2
cap
t < Wt ≤ 2ext

t ,

Overload, 2ext
t < Wt ≤ 2ovl

t ,

Saturated, Wt > 2ovl
t .

(10)

The corresponding effective capacity of tier t—that is, the
load limit visible to the scheduler—is:

Ĉt (Wt ) =


Ct , Zt = Capacity,
Ct (1+ et ), Zt = Extended,

Ct (1+ et )(1+ ot ), Zt = Overload,

N/A (escalate or queue), Zt = Saturated.

(11)

Hence, the zone function Zt (Wt ) acts as a nonlinear regulator
that increases the effective capacity in controlled increments
while keeping escalation deterministic and auditable.

3) ANALYST FEASIBILITY AND ASSIGNMENT LOGIC
Within an active tier t , each analyst’s adjusted capacity is
given by:

ĉa = ca × mt , (12)

where mt is the capacity multiplier corresponding to the
current zone (derived from et and ot ). The set of analysts
eligible to receive new incidents is:

Ft = { a ∈ At | αa = 1, La < ĉa }. (13)

If Ft ̸= ∅, the dispatcher invokes the AI-based selector
(Algorithm 5) to compute relevance scores si,a for an
incoming incident i and chooses the best analyst:

a⋆
i = argmax

a∈Ft
si,a. (14)

If Ft = ∅ or if the tier is in a Saturated zone, the incident is
escalated to tier t+1.When all tiers are saturated, the incident
is queued for deferred or external handling.

4) STATE UPDATE AND FEEDBACK
Once an incident is successfully assigned, the correspond-
ing analyst’s load and the tier’s aggregate workload are
incremented:

La⋆
i
← La⋆

i
+ 1, Wt ← Wt + 1, (15)

and the tier identifier for the incident is recorded as t⋆i =
t . This update forms the basis of the feedback loop:
each assignment immediately modifies Wt , which in turn
alters Zt (Wt ) and the multiplier mt for subsequent routing
decisions. The result is a self-regulating system thatmaintains
equilibrium between resource utilization and operational
responsiveness.

5) INTERPRETATION
Algorithm 4 directly operationalizes this formulation.
It embodies both macro-level load management—through
tier zoning and adaptive headroom—and micro-level
optimization—through intelligent analyst selection. By mod-
eling workload fluctuations with interpretable parameters
(et , ot ), the framework allows SOC managers to tune
elasticity and escalation thresholds per tier while preserving
deterministic behavior. The outcome is an analytically trace-
able, workload-aware escalation mechanism that enhances
SOC resilience, minimizes analyst fatigue, and ensures that
incident routing remains both efficient and explainable.

H. INTEGRATION WITH EXISTING SOC TOOLS
The proposed framework is designed for seamless integration
with commonly used SOC platforms to ensure compatibility
and ease of deployment.

The system ingests incident alerts, analyst metadata, and
workload metrics from SIEM and SOAR tools, and pushes
assignment decisions and escalation directives back into the
ticketing workflow. This enables end-to-end automation of
incident routing, prioritization, and contextual enrichment.

No major changes are required to existing SOC workflows
or infrastructure. By leveraging native connectors and APIs,
the system maintains low integration overhead and supports
scalable deployment across heterogeneous environments.

This integration layer corresponds to the SIEM/SOAR
Ingestion Module and Assignment Dispatcher components in
Figure 1, which together ensure seamless data exchange and
operational continuity.

I. NOVEL SOC TIER WORKLOAD OPTIMIZATION
Maintaining a balanced workload across SOC tiers is critical
for achieving operational efficiency and timely incident
response. When the majority of incidents are concentrated
in Tier 1 or Tier 2, lower-tier analysts become overloaded,
leading to alert fatigue, longer response times, and higher
rates of missed detections. Conversely, upper tiers (e.g., Tier
3 threat-hunting teams) may remain underutilized, resulting
in inefficient use of advanced analytical expertise. An opti-
mally balanced workload ensures that (i) analysts operate

56624 VOLUME 14, 2026



A. AbuAziz, B. Celiktas: Adaptive Incident Escalation in SOCs via AI-Driven Skill-Aware Assignment

TABLE 4. Policy tuning with full zone coverage (thresholds: 2
cap
t = Ct , 2ext

t = Ct (1 + et ), 2ovl
t = Ct (1 + et )(1 + ot )).

near their intended capacity, (ii) incident queues remain
stable over time, and (iii) escalation pathways preserve
both responsiveness and depth of analysis. Achieving this
equilibrium requires that both the incident scoring model
and its decision thresholds dynamically adapt to changes in
incident volume, complexity, and analyst team composition.
Since the computed Incidentscore as defined in Equations (2),
(3) and (5) is sensitive to the weighting coefficients applied
to severity, complexity, and workload factors, we introduce
a novel optimization mechanism that adjusts these weights
to achieve an equilibrium aligned with each tier’s handling
capacity. Formally, letCt denote the total operational capacity
of Tier t , defined as:

Ct = nt × ct , (16)

where nt represents the number of analysts in Tier t and ct is
the average number of concurrent incidents each analyst can
effectively manage. The desired workload ratio for each tier
is then expressed as:

p⋆
t =

Ct∑3
k=1 Ck

, (17)

which represents the target proportion of incidents to be
routed to Tier t based on its relative capacity. The proposed
optimization framework (QT-NRO and its extension JOWT)
dynamically tunes both the weighting coefficients and the
decision thresholds so that the empirical tier distribution
pemp converges toward the target capacity ratio vector p⋆

=

[p⋆
1, p

⋆
2, p

⋆
3]. This adaptive calibration maintains balanced

utilization across all tiers, preventing overload at lower levels
while ensuring the efficient use of advanced-tier expertise.

1) PRELIMINARY: QUANTILE-TARGETED
NORMALITY-REGULARIZED OPTIMIZATION (QT-NRO)
As a theoretical foundation, we first define the QT-NRO
framework. This approach learns the optimal weighting coef-
ficients for incident scoring while keeping the tier decision
thresholds fixed. This formulation enforces two statistical
objectives: (1) the empirical incident-score distribution aligns
with the SOC’s predefined tier capacity ratios, and (2) the
resulting scores maintain approximate Gaussian normality
for stability and interpretability.

Let each incident be represented by normalized feature
groups for severity (Si) and complexity (Cj). The incident
score is computed as:

y = α
∑
i

wiSi + β
∑
j

vjCj, (18)

where wi, vj, and (α, β) are learnable coefficients normalized
through softmax transformations to ensure positivity and
interpretability.

The QT-NRO loss function is expressed as:

LQT-NRO

= DKL
(
pemp

∥∥ p⋆
)
+ λnorm

[(
skew(y)

)2
+

(
kurt(y)− 3

)2]
,

(19)

where pemp denotes the empirical tier distribution induced
by fixed thresholds (τ1, τ2), and p⋆ represents the target
tier proportions (e.g., [0.50, 0.32, 0.18] for Tiers 1–3).
The Kullback–Leibler divergence term aligns the empirical
tier proportions with the desired capacity ratios, while
the normality regularizer penalizes deviations from a
Gaussian-shaped score distribution.

Although QT-NRO provides a well-calibrated statistical
baseline, it remains static with respect to threshold placement.
If incident characteristics, team size, or tier capacities drift
over time, the fixed thresholds (τ1, τ2) become suboptimal,
requiringmanual recalibration or retraining. To overcome this
limitation, we introduce a unified learning formulation that
optimizes both the scoring coefficients and the tier thresholds
in a single differentiable process.

2) JOINT OPTIMIZATION OF WEIGHTS AND TIER
THRESHOLDS UNDER NORMALITY AND CAPACITY
CONSTRAINTS
Building upon the QT-NRO foundation, we extend the
optimization space to include the decision thresholds (τ1, τ2)
as learnable parameters. This results in the Joint Optimization
of Weights and Thresholds (JOWT) framework, which
replaces discrete tier boundaries with differentiable sigmoid
gates. JOWT enables smooth, end-to-end gradient updates for
both the scoring coefficients (wi, vi, α, β) and the thresholds,
allowing the model to adapt its score distribution and decision
boundaries in real time as workload patterns evolve.

Each incident’s normalized score is computed as in
Equation (18) where all weights are normalized via softmax
functions. The tier thresholds are parameterized in z-score
space as:

τ1 = u1, τ2 = τ1 + softplus(u2)+ δ, (20)

ensuring τ2 > τ1 and stable numerical behavior. Tier
membership probabilities are then modeled via smooth
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sigmoidal gates:

P(T1 | y) = σ (k(τ1 − y)), (21)

P(T2 | y) = σ (k(τ2 − y))− σ (k(τ1 − y)), (22)

P(T3 | y) = 1− σ (k(τ2 − y)), (23)

where σ (·) is the logistic sigmoid function, and k controls the
sharpness of the transition between tiers.

The overall optimization objective combines three compo-
nents: tier alignment, distributional normality, and parameter
stability:

LJOWT = DKL
(
pemp(τ1, τ2)

∥∥ p⋆
)

+ λnorm

[(
skew(y)

)2
+

(
kurt(y)− 3

)2]
+ λstab∥θ − θ0∥

2
2 , (24)

where θ represents all learnable parameters and θ0 their initial
states. The first term aligns the empirical tier proportions to
the desired capacity ratios, the second enforces approximate
normality in score distribution, and the third imposes mild
regularization to enhance stability during training.

JOWT is optimized using first-order gradient-based
methods such as L-BFGS or Adam, achieving linear
computational complexity O(N ) per iteration, since no
sorting or quantile estimation is required. By jointly learning
the tier thresholds, JOWT autonomously calibrates decision
boundaries to preserve tier workload balance under varying
incident distributions. This results in stable incident routing,
reduced analyst overload, and effective utilization of high-tier
investigative capacity without manual intervention or
retraining.

a: CONVERGENCE PROPERTIES
The JOWT objective LJOWT (Equation (24)) is composed
of three terms, each contributing to favorable optimization
geometry. The KL-divergence term is convex with respect to
the soft tier proportions pemp, which are smooth functions
of θ through the sigmoid parameterization. The normality
regularizer is a sum of squared moment deviations, forming
a smooth quartic function of the scores. The stability
regularizer λstab∥θ−θ0∥

2
2 is strongly convex, ensuring that the

composite objective is coercive and bounded below by zero.
Because all components are continuously differentiable and
the softmax-normalized weights remain in a compact feasible
set, the gradient ∇θL is Lipschitz continuous, satisfying the
standard sufficient conditions for L-BFGS convergence at a
superlinear rate. The empirical convergence behavior shown
in Figure 3—achieving a three-order-of-magnitude reduction
in the objective within 10 iterations—is consistent with this
theoretical characterization.

V. IMPLEMENTATION
This section presents the practical realization of the proposed
AI-driven incident assignment framework. The implementa-
tion translates the mathematical formulations and algorithmic
designs presented in Section IV into a fully functional system

capable of deployment in production SOC environments. The
following subsections describe the modular system architec-
ture, the integration of LLMs for intelligent decision-making,
and the data processing pipelines that enable real-time
incident scoring and analyst matching. Additionally, the SOC
team simulation environment used for framework validation
is detailed, along with the API and user interface components
that facilitate seamless integration with existing security
infrastructure.

A. SYSTEM ARCHITECTURE
The SOC Incident Assignment Manager was implemented
as a modular, AI-driven system following a layered archi-
tecture pattern that ensures separation of concerns and
facilitates independent testing and deployment. As illustrated
in Figure 1, the system implements the proposed workflow
through four primary layers: the Core Engine layer containing
the mathematical algorithms, the Utilities layer providing
data processing and semantic matching capabilities, the API
layer exposing RESTful endpoints, and the User Interface
layer enabling interactive system management.

1) CORE ENGINE LAYER
The Core Engine layer implements the fundamental algo-
rithms described in Section IV through four interconnected
modules. The ScoringEngine module realizes Equa-
tions (4) and (6) for computing incident severity and
complexity scores, utilizing configurable weight vectors
comprising six severity factors (w1 = 0.3 for impact,
w2 = 0.2 for urgency, w3 = 0.15 for scope, w4 =

0.15 for confidence, w5 = 0.1 for threat level, and w6 =

0.1 for asset value) and three complexity factors (technical
depth at 0.4, investigation scope at 0.3, and coordination
requirements at 0.3). The EscalationManager module
enforces the tier-based escalation policy with configurable
timeouts of 30, 60, and 120 minutes for Tiers 1, 2,
and 3 respectively, automatically promoting incidents to
higher tiers when resolution deadlines are exceeded. The
IncidentAssigner module serves as the capacity man-
agement coordinator, implementing the Adaptive Capacity
Zoning algorithm (Algorithm 4) to dynamically manage
incident queues, tier capacity zones (normal, extended,
overload, and saturated), and workload distribution across
the SOC team. The RAGIncidentAssigner module
provides the semantic matching layer, leveraging the RAG
engine to compute embedding-based skill similarity and
historical incident matching for intelligent analyst-incident
pairing, with optional LLM integration for tie-breaking
among candidates exhibiting similar relevance scores.

2) RAG-ENHANCED SEMANTIC MATCHING
The RAGIncidentAssigner employs a RAG pipeline
through the SOCRAGEngine for semantic skill matching
beyond keyword-based approaches. The engine utilizes
ChromaDB for vector storage and sentence-transformers
for generating high-dimensional embeddings of analyst

56626 VOLUME 14, 2026



A. AbuAziz, B. Celiktas: Adaptive Incident Escalation in SOCs via AI-Driven Skill-Aware Assignment

skill profiles and incident characteristics. A comprehensive
mapping between MITRE ATT&CK categories and required
analyst competencies enables intelligent matching even
when incident descriptions use different terminology than
analyst skill inventories. For instance, incidents categorized
under ‘‘Credential Access’’ are semantically matched to
analysts with skills in authentication investigation, identity
monitoring, and Active Directory security, rather than
requiring exact string matches. The RAG engine computes
cosine similarity between embedded representations, pro-
ducing relevance scores that capture semantic relationships
invisible to traditional keyword matching algorithms. The
assignment process follows a three-step approach: first,
the engine extracts required skills from incident cate-
gories; second, it computes skill similarity and history
similarity scores for each eligible analyst using embedding-
based matching; and third, it combines these scores with
workload factors to produce a final ranking, optionally
invoking the LLM for contextual tie-breaking among top
candidates.

3) JOWT OPTIMIZER INTEGRATION
The Joint Optimization of Weights and Thresholds (JOWT)
algorithm, formalized in Section IV-D, is implemented
through the FastJOWTOptimizer module. This opti-
mizer pre-computes severity and complexity feature matrices
from the incident dataset, enabling rapid evaluation of
different parameter configurations without repeatedly invok-
ing the full scoring pipeline. The optimizer employs soft
sigmoid functions with a configurable sharpness parameter
k = 10 for differentiable tier assignments, allowing
gradient-based optimization of the tier distribution objective.
Threshold parameters are represented in z-score space
using unconstrained variables, with the lower threshold
τ1 directly parameterized and the upper threshold τ2 encoded
through a softplus transformation that enforces the min-
imum safety gap δ = 0.1. The optimization targets a
configurable tier distribution (default: 50% Tier 1, 32%
Tier 2, 18% Tier 3), jointly tuning all 16 parameters
comprising five severity sub-weights, seven complexity sub-
weights, two main equation weights, and two threshold
parameters.

4) LLM INTEGRATION FOR CONTEXTUAL DECISION MAKING
The system incorporates LLM capabilities through the
Ollama framework utilizing the Llama 3.2 model to handle
assignment decisions requiring contextual reasoning. When
multiple analysts achieve similar quantitative scores within a
configurable threshold of 0.05, the LLM component evalu-
ates qualitative factors including recent assignment patterns,
analyst fatigue indicators, and incident-specific context that
may not be captured by numerical metrics. The LLM receives
structured prompts containing current workload statistics,
incident characteristics, analyst profiles with certifications
and specializations, and historical incident assignment data
with performance metrics. This hybrid approach combines

the consistency of algorithmic scoring with the flexibility of
natural language reasoning, proving particularly effective for
edge cases where purely mathematical approaches produce
ambiguous recommendations. Explicit prompt engineering
ensures that the LLM prioritizes workload balancing while
avoiding systematic bias toward particular analysts, thereby
addressing a common failure mode observed in production
SOC environments.

B. DATASET DESCRIPTION AND PROCESSING
1) MICROSOFT DEFENDER DATASET
The implementation was validated using real-world security
incident data obtained fromMicrosoft Defender for Endpoint,
comprising 10,021 incidents and 10,021 corresponding alerts.
The primary dataset consists of the following components:

• incidents-queue.csv: Contains incident meta-
data including severity levels, investigation states,
MITRE ATT&CK categories, impacted assets, and
temporal information.

• Alerts - Microsoft Defender.csv: Pro-
vides detailed alert information with detection sources,
product names, and classification data.

• devices.csv: Contains a device inventory with
21,728 entries including domain information, operating
systems, and security control configurations.

• apps_domains.txt: Lists 12,768 approved applica-
tions and domains providing organizational context.

• identities.csv: Contains 4,759 domain account
records for identity correlation.

2) DATASET PROVENANCE AND ETHICAL CONSIDERATIONS
Data Source and Authorization. The incident dataset was
obtained from a production Security Operations Center with
organizational authorization for internal research purposes.
The data comprises 10,021 security incidents collected over
a six-month operational period from Microsoft Defender for
Endpoint deployments. All experiments were conducted in
accordance with the organization’s data governance policies,
and the research was approved by the relevant internal
stakeholders.

Privacy and Confidentiality. To protect organizational
and individual privacy, the raw dataset will not be publicly
released. All results reported in this paper are presented
in aggregate form (distributions, percentages, and averaged
metrics) that do not permit re-identification of specific
incidents, users, or infrastructure. Identifiable attributes such
as hostnames, user accounts, and device group names were
used only for internal processing and do not appear in any
published figures or tables.

Reproducibility. Researchers seeking to replicate this
study can generate comparable datasets using the following
approach:

1) Export incident and alert data fromMicrosoft Defender
for Endpoint via the Security Center portal orMicrosoft
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Graph Security API, selecting a six-month historical
window.

2) Include the following fields: incident name, sever-
ity, investigation state, MITRE ATT&CK categories,
impacted assets, active alerts, detection sources, and
timestamps.

3) Supplement with device inventory exports containing
operating system, domain, and risk level attributes.

4) Apply the normalization and scoring procedures
described in Section V-B to compute severity and
complexity scores.

The framework source code, including data normalization
utilities, scoring algorithms, and optimization modules,
is available upon request to facilitate reproducibility with
alternative datasets. Alternatively, researchers may use pub-
licly available security incident datasets such as LANL
Unified Host and Network Dataset or CPTC competition
data, adapting the feature extraction pipeline to match the
available attributes.

3) DATA NORMALIZATION AND ENRICHMENT
The system implements comprehensive data normalization
utilities to standardize heterogeneous security data formats.
The normalization process encompasses three primary com-
ponents.

Severity Calculation: The SeverityCalculator
processes both device and incident data to compute weighted
severity scores. Device-related factors, including functional
impact, risk level, and exposure level, are extracted from the
device inventory and matched to incidents based on impacted
assets. Incident-specific factors such as severity classification
and data sensitivity are normalized to a [0, 1] scale using
predefined mappings.

Complexity Calculation: The ComplexityCalcula
tor combines empirical data factors with intelligently
generated synthetic attributes. Empirical factors include
investigation state counts, MITRE ATT&CK category anal-
ysis, active alert volumes, and impacted asset counts.
Synthetic factors comprising technical depth, investigation
scope, and coordination requirements are generated based on
incident characteristics, category types, and asset distribution
patterns.

Incident Score Calculation: The final incident scoring
implements the composite scoring function by combining
normalized severity and complexity scores with dynamic
workload factors.

C. SOC TEAM SIMULATION
To validate the proposed framework under realistic oper-
ational conditions, a comprehensive simulation of a pro-
duction SOC team was developed. The simulation encom-
passes detailed analyst profiles that accurately reflect
industry-standard SOC hierarchies, incorporating individual
skill sets, professional certifications, years of experience, and
specialized areas of expertise.

1) ANALYST PROFILE GENERATION
The SOCTeamSimulator generates realistic analyst pro-
files across three operational tiers, reflecting industry-standard
SOC structures:
• Tier 1 (Initial Response): 5 analysts with maximum
capacity of 5 incidents, specializing in log analysis, basic
alert triage, and incident categorization. Experience
range: 1-3 years.

• Tier 2 (Incident Response): 4 analysts with maximum
capacity of 4 incidents, skilled in malware analysis, net-
work forensics, threat hunting, and SIEM management.
Experience range: 3-5 years.

TABLE 5. MTTR simulation parameters.

• Tier 3 (Advanced Threat): 3 analysts with maximum
capacity of 3 incidents, expert in advanced malware
analysis, reverse engineering, threat intelligence, and
APT analysis. Experience range: 5-10 years.

Each analyst profile includes randomized but realistic
combinations of skills, certifications (CompTIA Security+,
EC-Council CEH, GIAC GCFA, GIAC GREM, OSCP,
CISSP), specializations (Network Security, Malware Analy-
sis, Threat Intelligence, Cloud Security, Endpoint Security),
and shift assignments (day, night, weekend).

2) ADAPTIVE CAPACITY ZONING AND RESOLUTION
DYNAMICS
The simulation implements Algorithm 4 with the four-zone
model defined in Section IV-G, using extension and overload
multipliers of 100% and 200% respectively. Incident reso-
lution occurs with 80% probability during each assignment
cycle, maintaining realistic workload dynamics and prevent-
ing unrealistic task accumulation.

3) SIMULATION PARAMETERS AND ASSUMPTIONS
The MTTR simulation incorporates modeling assumptions
derived from industry benchmarks and SOC operational
studies [3], [34], [35]. Industry guidelines suggest that
high-performing SOCs achieve MTTR between two and four
hours across all alert severities, with critical alerts targeting
one hour and high-severity alerts targeting two hours [35].
Furthermore, industry-leading SOCs aim for Mean Time
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to Detect (MTTD) in minutes or low single-digit hours,
especially for critical assets [34]. Table 5 summarizes the
parameters governing the simulation model.

These base resolution times align with industry bench-
marks reported by Prophet Security [35], which recommends
MTTR targets of 1 hour for critical severity, 2 hours for high
severity, and 4 hours for medium severity incidents. Our Tier
3 assumption of 3.00–5.00 hours for advanced threat analysis
falls within the medium-severity industry standard, validating
the realism of our simulation parameters.

The classical assignment model assumes sequential tier
escalation (T1→ T2→ T3), where each unresolved incident
incurs both wasted investigation time and escalation handoff
overhead before reassignment to the next tier. For example,
a Tier 3 incident under classical assignment accumulates
2.15–3.15 hours of overhead before actual resolution begins.
In contrast, the LLM-enhanced framework performs direct
tier assignment based on multi-factor scoring, eliminating
intermediate escalation steps for incidents requiring higher-
tier expertise.

The simulation further assumes that analyst skill alignment
directly impacts resolution efficiency. Incidents assigned
to analysts with higher RAG relevance scores experience
resolution time reductions proportional to the relevance
improvement, reflecting empirical observations that domain
expertise significantly accelerates incident investigation and
remediation [36].

D. RAG RELEVANCE SCORING: A NOVEL SOC
PERFORMANCE METRIC
Traditional SOC performance evaluation relies predomi-
nantly on temporal metrics such as Mean Time to Detect
(MTTD), Mean Time to Acknowledge (MTTA), and Mean
Time to Resolve (MTTR). While these metrics effectively
capture operational speed, they fail to measure the qualitative
dimension of incident assignment—specifically, whether
the assigned analyst possesses the appropriate skills and
experience to efficiently resolve a given incident. This gap
in performance measurement motivates the introduction of a
novel metric: the Relevance Score.

The Relevance Score quantifies the alignment between
analyst capabilities and incident requirements through a
composite formulation:

Ra,i = δ · S(a, i)+ ε · H (a, i) (25)

where Ra,i represents the relevance of analyst a for incident
i, S(a, i) denotes the skill matching score based on seman-
tic similarity between analyst competencies and incident
requirements, H (a, i) captures the historical assignment
similarity reflecting the analyst’s prior experience with
comparable incidents, and δ and ε are weighting coefficients.
In the implemented framework, δ = 0.9 and ε = 0.1,
prioritizing skill matching while incorporating historical
context as a secondary factor.

The skill matching component S(a, i) employs a sophis-
ticated semantic equivalence mapping that transcends literal

keyword matching. The RelevanceCalculatormodule
maintains an extensive taxonomy of skill equivalences,
enabling the system to recognize that an analyst skilled
in ‘‘authentication investigation’’ is semantically qualified
for incidents involving ‘‘credential access’’ or ‘‘identity
security.’’ This semantic understanding extends across mul-
tiple security domains including network forensics, endpoint
detection and response, malware analysis, threat intelligence,
cloud security, and incident response.

The historical similarity component H (a, i) leverages the
RAG engine to retrieve semantically similar incidents from
the analyst’s assignment history. Using ChromaDB vector
storage and sentence-transformer embeddings, the system
identifies prior incidents that share categorical and contextual
characteristics with the current incident, providing a measure
of the analyst’s experiential relevance.

The Relevance Score offers several advantages over
traditional metrics. First, it provides a predictive indicator of
assignment quality before resolution occurs, enabling proac-
tive optimization rather than retrospective analysis. Second,
it enables comparison between assignment methodologies
on a skill-utilization basis, revealing whether algorithmic
improvements translate to better analyst-incident matching.
Third, it can identify systematic misalignments in SOC
staffing or training by highlighting categories where rele-
vance scores consistently underperform.

In the experimental evaluation, the LLM-enhanced assign-
ment framework achieved consistently higher Relevance
Scores compared to classical severity-based assignment, with
an average improvement of 23% in analyst-incident skill
alignment. This improvement directly contributes to the
observed MTTR reduction, as analysts with higher relevance
scores resolve incidents more efficiently due to their domain
expertise and experiential familiarity.

1) BROADER APPLICABILITY
Although the Relevance Score is developed and validated
within the context of SOC incident assignment, its for-
mulation is domain-agnostic: any operational setting that
requires matching tasks to skilled personnel—such as IT
service desk routing, medical case triage, or engineering
support ticket assignment—can instantiate S(a, i) andH (a, i)
with domain-appropriate embedding models and historical
databases. The metric’s independence from resolution out-
come makes it particularly valuable for real-time assignment
optimization, where outcome-based metrics like MTTR are
available only retrospectively. We therefore propose the
Relevance Score as a candidate standard metric for evaluating
skill-aware assignment systems beyond the cybersecurity
domain.

E. API AND USER INTERFACE IMPLEMENTATION
The system provides both programmatic and interactive
interfaces to facilitate SOC integration. The FastAPI-based
REST API exposes endpoints for incident creation
(POST /incidents/), analyst management (POST
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/analysts/), metrics retrieval (GET /metrics/), and
simulation execution (POST /simulate/).

A comprehensive Streamlit-based user interface enables
real-time system monitoring, configuration management,
and result visualization. The interface provides interactive
controls for adjusting scoring weights, viewing assignment
statistics, and analyzing system performance metrics includ-
ing MTTA, MTTR, and escalation rates.

VI. RESULTS AND DISCUSSION
This section presents the experimental evaluation of the
proposed framework, focusing on three key contributions:
the tier distribution optimization algorithms (QT-NRO and
JOWT), the capacity zoning mechanism, and the semantic
relevance scoring system. All experiments were conducted on
theMicrosoft Defender dataset comprising 10,021 real-world
security incidents.

A. MOTIVATION FOR OPTIMIZATION ALGORITHMS
Traditional SOC incident assignment relies on static thresh-
olds and manually tuned scoring weights, leading to
suboptimal tier distributions that either overwhelm junior
analysts or underutilize senior expertise. Our analysis of
the baseline configuration revealed a tier distribution of
51.2% (Tier 1), 29.7% (Tier 2), and 19.1% (Tier 3), which
deviates significantly from the operational target of 50%-
32%-18% based on analyst capacity ratios. This imbalance
results in Tier 2 underutilization by 2.3 percentage points
and Tier 3 overutilization by 1.1 percentage points, causing
analyst fatigue and skill underutilization. To address this
limitation, we developed two novel optimization algorithms:
Quantile-Targeted Normality-Regularized Optimization (QT-
NRO) and Joint Optimization of Weights and Thresholds
(JOWT).

B. QT-NRO OPTIMIZATION RESULTS
The QT-NRO algorithm employs a two-stage approach:
first normalizing the score distribution through weight opti-
mization, then computing tier thresholds as fixed quantiles
of the normalized scores. This approach guarantees exact
achievement of target tier proportions by construction.

Figure 2 illustrates the normality analysis performed by
QT-NRO. The Q-Q plot demonstrates that the optimized
score distribution closely follows a standard normal distribu-
tion, with sample quantiles aligning to the theoretical normal
line. The accompanying statistics confirm this normality:
mean ≈ 0.000, standard deviation = 1.000, skewness
= −0.022, and kurtosis = 3.030 (target: 3.0 for normal
distribution).

While QT-NRO achieves exact alignment with the tar-
get tier proportions through its quantile-based threshold
computation, it treats weight optimization and threshold
determination as separate phases. This separation, while
mathematically elegant, may not capture the complex interde-
pendencies between scoring weights and tier boundaries that
emerge in practice.

C. JOWT OPTIMIZATION RESULTS
The JOWT algorithm addresses the limitations of sequential
optimization by simultaneously tuning all 16 parameters:
five severity sub-weights, seven complexity sub-weights,
two main equation weights (α, β), and two tier thresh-
olds (τ1, τ2). This joint optimization discovers parameter
configurations that QT-NRO’s decomposed approach cannot
reach.

1) CONVERGENCE ANALYSIS
Figure 3 presents the JOWT optimization convergence
trajectory. The algorithm demonstrates rapid convergence,
reducing the objective function from an initial value of
0.370 to a final value of 0.0011 within 10 iterations. This
exponential decay in the loss function indicates efficient
gradient-based optimization through the L-BFGS algorithm,
with the steepest improvements occurring in the first
4 iterations.

2) TIER DISTRIBUTION OPTIMIZATION
Figure 4 compares the tier distributions across three configu-
rations: target specification, original (pre-optimization), and
JOWT-optimized. The JOWT algorithm achieves remarkable
alignment with target proportions:

• Tier 1: 49.8% (target: 50.0%, deviation: 10.2%)
• Tier 2: 31.4% (target: 32.0%, deviation: 10.6%)
• Tier 3: 18.8% (target: 18.0%, deviation: 10.8%)

The maximum deviation of 0.8% represents a signifi-
cant improvement over the original configuration’s 2.3%
deviation, demonstrating JOWT’s effectiveness in achieving
operational tier balance.

It is worth noting that the relatively modest gap between
the original and optimized distributions in this experiment
stems from two factors: the initial coefficient selection and
the inherent characteristics of the dataset. The incident
data exhibits a peaked, non-Gaussian distribution with
most scores concentrated near the mean, which inherently
limits the degree of redistribution achievable through weight
optimization alone. When experiments were conducted
with more differentiated initial coefficients—specifically,
thresholds deliberately set to produce greater deviation from
the target—the JOWT algorithm demonstrated substantially
larger improvements, albeit requiring additional iterations to
converge. This behavior confirms that the algorithm functions
correctly and scales its optimization effort proportionally to
the initial distribution gap.

3) SCORE DISTRIBUTION AND THRESHOLD OPTIMIZATION
Figure 5 illustrates the transformation of the incident
score distribution before and after JOWT optimization.
The optimized thresholds τ1 = −0.215 and τ2 =

0.700 (in z-score space) partition the score distribution to
achieve the target tier proportions while maintaining score
interpretability.
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FIGURE 2. QT-NRO normality analysis showing Q-Q plot and score statistics. The optimized distribution achieves near-perfect normality with kurtosis of
3.030.

4) SMOOTH TIER ASSIGNMENT FUNCTIONS
A key innovation in JOWT is the use of differentiable
sigmoid-based tier assignment functions, enabling gradient-
based optimization. Figure 6 visualizes these smooth assign-
ment probabilities as functions of normalized incident scores.
The sharpness parameter k = 10 provides near-discrete tier
boundaries while maintaining differentiability. The transition
regions around τ1 and τ2 allow soft assignments that
capture incidents with borderline characteristics, improving
robustness to score perturbations.

5) OPTIMIZED WEIGHT CONFIGURATION
Figure 7 presents the optimized weight configuration discov-
ered by JOWT. Notable findings include:

Severity Weights: The ‘‘Severity’’ factor received the
highest weight (0.232), followed by ‘‘Functional Impact’’
(0.202) and ‘‘Risk Level’’ (0.194). This configuration empha-
sizes incident classification severity over exposure-related
factors.

FIGURE 3. JOWT optimization convergence showing rapid reduction in
objective value from 0.370 to 0.0011 over 10 iterations.

Complexity Weights: ‘‘Categories Count’’ (0.164) and
‘‘Technical Depth’’ (0.152) emerged as the most influential

FIGURE 4. Tier distribution comparison showing target, original, and
JOWT-optimized allocations. JOWT achieves maximum deviation of only
0.8% from target.

complexity factors, reflecting the importance of attack
breadth and technical sophistication in tier assignment
decisions.

TABLE 6. Comparative analysis of QT-NRO and JOWT optimizers.

Main Equation Weights: The optimization yielded α =

0.525 for severity and β = 0.475 for complexity, indicating
a slightly severity-biased scoring model that aligns with SOC
operational priorities.

6) TIER UTILIZATION HEATMAP
Figure 8 provides a visual comparison of actual versus
target tier utilization. The heatmap confirms that JOWT
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FIGURE 5. Score distribution comparison showing the original (left) and JOWT-optimized (right) distributions, with tier threshold boundaries at
τ1 = −0.215 and τ2 = 0.700.

achieves near-optimal workload distribution, with deviations
remaining below 1% for all tiers. This precise calibration
ensures that analyst capacity is utilized efficiently across the
SOC hierarchy.

FIGURE 6. Smooth tier assignment functions using sigmoid transitions
with sharpness k = 10. Color-coded regions indicate tier assignment
probabilities across the score range.

D. COMPARATIVE ANALYSIS: JOWT VS QT-NRO
Table 6 summarizes the comparative performance of the two
optimization algorithms.

While QT-NRO achieves perfect tier distribution by con-
struction (0% deviation), JOWT offers superior convergence
speed (10 vs 50 iterations) and discovers threshold config-
urations that balance distribution accuracy with score inter-
pretability. JOWT’s joint optimization also reveals weight
interdependencies that inform operational understanding of
incident prioritization factors. For practical deployment,
JOWT is recommended when convergence speed and param-
eter interpretability are priorities, while QT-NRO is preferred
when exact tier proportions are mandatory constraints.

E. CAPACITY ZONING EFFECTIVENESS
Security Operations Centers frequently encounter scenar-
ios where the rate of incoming incidents exceeds the

resolution capacity of the analyst team. This imbalance is
particularly pronounced during coordinated cyber attacks,
widespread malware campaigns, or large-scale phishing
attempts, where hundreds of security alerts may trig-
ger simultaneously across the organizational infrastructure.
In such high-pressure situations, traditional static capacity
models fail because they assume a steady-state equilibrium
between incident arrival and resolution rates. When this
equilibrium is disrupted, incidents accumulate in queues,
response times degrade, and critical threats may remain
unaddressed while analysts struggle with overwhelming
workloads.

The Adaptive Capacity Zoning mechanism was specif-
ically designed to address this fundamental challenge.
Rather than treating analyst capacity as a fixed constraint,
the framework implements a dynamic four-zone model
that progressively expands operational capacity as incident
load intensifies. The Capacity Zone represents baseline
operations where analysts handle incidents within their
standard capacity limits. When incident arrival rates exceed
resolution rates, the system transitions to the Extended Zone,
temporarily increasing analyst capacity by 100% to absorb
the surge. If the attack intensity persists, the Overload
Zone activates with a 200% capacity extension, allowing the
SOC to maintain responsiveness under extreme conditions.
This mechanism operates through continuous tier capacity
monitoring, where the system calculates real-time utilization
ratios for each operational tier. When a tier’s capacity reaches
its Overload threshold and can no longer absorb additional
incidents, the framework automatically escalates incoming
incidents to the next higher tier, leveraging more experienced
analysts to handle the overflow. This escalation cascade
continues upward through the tier hierarchy until an available
tier with sufficient capacity is identified. In scenarios where
all tiers simultaneously reach saturation, the Saturated Zone
activates, implementing intelligent queue management that
prioritizes critical incidents for immediate attention while
deferring lower-priority events for subsequent processing
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FIGURE 7. Optimized JOWT weights illustrating severity sub-weights (left), complexity sub-weights (center), and main equation weights (right).

or external handling through managed security service
providers.

Figure 9 illustrates the capacity zoning behavior for the
Tier 2 (Incident Response) team during a simulated heavy
attack scenario. The chart tracks individual analyst workloads
across 38 sequential incident assignments, demonstrating
how the framework manages escalating demand. Initially, all
four analysts operate within the Capacity Zone (0–4 incidents
per analyst), with workloads gradually increasing as new

FIGURE 8. Tier utilization heatmap comparing JOWT-optimized
distribution against target proportions. Deviations remain below 1% for
all tiers.

incidents arrive. As the attack intensifies around assignment
15, workloads begin crossing into the Extended Zone (4–
8 incidents), indicating that the baseline capacity has been
exceeded. By assignment 30, several analysts approach the
Overload Zone boundary (8–12 incidents), demonstrating
the framework’s ability to absorb sustained high-volume
attacks without immediate queue formation. The staggered
progression of workload curves reflects the round-robin
distribution within tiers, ensuring that no single analyst
becomes overwhelmed while others remain underutilized.

The experimental evaluation demonstrated that the
dynamic capacity extension mechanism reduced queue
formation incidents by 67% compared to static capacity
allocation. Furthermore, escalation delays decreased from an

average of 12 minutes under static allocation to 3.5 minutes
with adaptive zoning, representing a 71% improvement
in inter-tier handoff efficiency. These results validate the
capacity zoning approach as an effective strategy for
maintaining SOC operational continuity during periods of
elevated threat activity.

F. RAG-ENHANCED SEMANTIC MATCHING
The RAG semantic matching system was evaluated on
skill-incident alignment accuracy. Using ChromaDB embed-
dings with sentence-transformers, the system achieved:
• Skill Match Accuracy: 87.3% precision in
analyst-incident skill alignment

• Category Coverage: 100% of MITRE ATT&CK cate-
gories mapped to analyst competencies

• Semantic Similarity Threshold: Cosine similarity >

0.72 for positive matches
The RAG engine’s semantic understanding outperformed

TABLE 7. MTTR Comparison: Classical vs. LLM-Enhanced assignment.

keyword-based matching by 23% in cross-terminology
scenarios (e.g., matching ‘‘credential harvesting’’ incidents
to analysts skilled in ‘‘authentication investigation’’).

G. MTTR SIMULATION RESULTS
MTTR serves as a critical operational metric for evaluating
SOC efficiency, directly reflecting the time elapsed from
incident detection to complete remediation. To estimate the
potential operational impact of the proposed framework,
MTTR simulations were conducted using parameterized
models calibrated against industry benchmarks [3], [35],
comparing the LLM-enhanced assignment approach against
the classical severity-based baseline. We evaluate two
assignment strategies:
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FIGURE 9. Capacity zoning behavior for Tier 2 analysts during a simulated heavy-attack scenario. The three zones (Normal, Extended, and Overload)
dynamically expand analyst capacity as incident load increases, preventing queue formation and maintaining stable response times.

• Classical Severity-Based: Traditional tiered SOC
model following NIST SP 800-61 guidelines [31],
where all incidents initially enter at Tier 1 for
preliminary triage. Incident severity determines the final
escalation tier, with high-severity incidents escalating
sequentially through T1 → T2 → T3 until reaching
the appropriate expertise level. Within each tier, round-
robin assignment distributes incidents equitably among
available analysts, ensuring workload balance without
considering individual skill alignment [37].

• LLM-Enhanced (Proposed): Multi-factor scoring with
direct tier assignment and RAG-based semantic skill
matching, bypassing sequential escalation entirely.

Table 7 presents the experimental results from actual
simulation runs.

The LLM-enhanced framework achieved an MTTR of
1.44 hours compared to 2.11 hours for classical severity-
based assignment, representing a 31.8% reduction (approx-
imately 40 minutes per incident) and demonstrating substan-
tial operational efficiency gains.

The performance differential between classical and
LLM-enhanced approaches arises from two primary factors.
First, the classical approach requires all incidents to enter at
Tier 1 regardless of actual complexity, with severity labels
determining the final escalation destination. Consequently,
high-severity incidents traverse the entire tier hierarchy
from Tier 1 through Tier 2 to Tier 3, accumulating handoff
delays and wasted investigation time at each intermediate
level (see Table 5). Second, the LLM-enhanced framework
leverages direct tier assignment based on multi-factor
incident scoring, eliminating unnecessary escalation paths
entirely. Additionally, the semantic skill matching component
ensures that incidents are routed to analysts with relevant
expertise, further reducing resolution time through improved
analyst-incident alignment.

These results validate that the combination of optimized
tier distribution through JOWT, adaptive capacity zoning, and
RAG-enhanced semantic matching collectively contributes to
significant MTTR improvements over the classical severity-
based approach.

1) SIMULATION ASSUMPTIONS AND SENSITIVITY
The reported MTTR improvement of 31.8% represents
a simulation-derived estimate under the parameterization
detailed in Table 5 and should be interpreted as an indicative
performance ceiling rather than a guaranteed operational out-
come. The simulation assumes uniform analyst availability
within each tier, fixed per-tier base resolution rates, and does
not explicitly model factors such as cognitive fatigue during
extended shifts, LLM inference latency, or variable analyst
proficiency within the same tier. The MTTR advantage is
structurally driven by two factors: the elimination of wasted
investigation time at intermediate tiers and the removal
of inter-tier handoff delays, both of which are inherent to
the classical sequential escalation model. Because these
overhead components are additive and independent of the
base resolution time, the relative improvement is expected to
diminish when base resolution times increase (enlarging the
denominator) and to narrow when handoff delays are reduced
(shrinking the eliminated overhead). Nevertheless, as long
as sequential escalation imposes non-trivial handoff and re-
investigation costs, the direct-routing approach will maintain
ameaningful advantage over the classical baseline. Validation
in a production SOC environment remains necessary to
establish operational MTTR improvements under real-world
conditions.

H. SYSTEM VALIDATION
Comprehensive validation of the proposed framework
was conducted through two complementary evaluation
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methodologies: RAG embedding-based relevance assessment
and tier assignment divergence analysis. These evaluations
quantify the operational advantages of the LLM-enhanced
multi-factor scoring approach over classical severity-based
assignment.

1) RAG RELEVANCE COMPARISON
The RAG embedding-based evaluation employs the same
semantic embedding space for both assignment and evalua-
tion, ensuring methodological consistency. Across 51 eval-
uated incidents, the LLM-enhanced approach achieved
an average RAG relevance score of 55.46%, compared
to 24.45% for the classical severity-based method—
representing a 126.8% improvement in analyst-incident skill
alignment. In head-to-head comparisons, the LLM approach
achieved superior relevance in 30 incidents (58.8%), while
the classical approach prevailed in only 3 cases (5.9%),
with 18 incidents (35.3%) resulting in equivalent scores.
These results demonstrate that the multi-factor scoring model
consistently identifies analysts whose skills better match
incident requirements.

a: EVALUATION SAMPLE SIZE RATIONALE
The initial evaluation used 51 incidents, corresponding to the
maximum concurrent load sustainable within the Capacity
Zone of the simulated SOC team (Tier 1: 5× 5 = 25; Tier 2:
4 × 4 = 16; Tier 3: 3 × 3 = 9; total: 50 slots). Operating
within the Capacity Zone ensures that the RAG relevance
comparison reflects skill-optimized assignment decisions
under normal conditions, rather than capacity-constrained
fallback behavior triggered by the Extended or Overload
zones (Algorithm 4). To validate the robustness of these
findings under high-load conditions, a second evaluation was
conducted with 200 incidents—the approximate threshold at
which the Adaptive Capacity Zoning mechanism reaches its
maximum Extended and Overload capacity across all three
tiers before incident queuing begins. This stress-test scenario
exercises the full dynamic range of the zoning algorithm
while avoiding the Saturated zone, where assignment quality
is deliberately sacrificed for operational continuity.

The 200-incident evaluation produced an average RAG
relevance score of 50.15% for the LLM-enhanced approach
versus 22.69% for the classical method, yielding a 121.0%
improvement. While the absolute relevance scores are mod-
estly lower than the 51-incident evaluation—reflecting the
increased assignment difficulty under elevated workloads—
the relative improvement remains substantial and consistent,
confirming that the LLM-enhanced framework maintains
its advantage even when the Adaptive Capacity Zoning
mechanism is operating near its maximum capacity. The
complete results across both scales and all three evaluation
metrics are presented in Table 8.

2) CROSS-VALIDATION WITH INDEPENDENT EVALUATION
METRICS
A potential methodological concern with embedding-based
evaluation is evaluation circularity—using the same semantic

embedding space for both assignment optimization and
performance measurement may artificially inflate relevance
scores. To address this concern and establish evaluation
robustness, two independent evaluation strategies were
implemented as cross-validation mechanisms.

Rule-Based Relevance Evaluation: A dictionary-based
skill matching approach employing 150+ manually curated
security domain equivalences independent of any embedding
representations. This evaluator recognizes semantic rela-
tionships (e.g., ‘‘threat hunting’’ relevance to ‘‘discovery’’
incidents) through explicit rule definitions rather than learned
embeddings.

LLM Semantic Evaluation: An independent LLM
instance evaluates analyst-incident match quality using

TABLE 8. Cross-Validation: Three independent evaluation methods (51
and 200 Incidents).

semantic understanding without access to the assignment
embedding space. The evaluator applies structured scoring
criteria focusing on specialization-to-category alignment and
transferable skill recognition.

Table 8 presents the cross-validation results across all three
evaluation methodologies, reported for both the 51-incident
(Normal load) and 200-incident (High load) evaluations.

All three evaluation methods consistently demonstrate
LLM-enhanced assignment superiority, with improvements
ranging from 26.7% to 126.8% across both evaluation scales.
The convergence of independent evaluators—which share
no embedding space with the assignment system—confirms
that the observed performance gains are genuine rather
than artifacts of evaluation circularity. Notably, the relative
improvements remain stable between the Normal-load and
High-load evaluations across all three metrics, with only
modest attenuation under stress conditions (e.g., Rule-
Based: 91.6%→ 88.5%; LLM Semantic: 31.9%→ 26.7%),
confirming the framework’s robustness under varying oper-
ational loads. In apples-to-apples head-to-head comparisons
(same tier pool, different analyst selections), the LLM
approach achieved a 60.9%win rate versus 8.7% for classical
assignment, with 30.4% resulting in ties.

3) TIER ASSIGNMENT DIVERGENCE ANALYSIS
The tier assignment divergence analysis compares the target
tier determined by each method: classical assignment relies
solely on severity labels, while the LLM-enhanced approach
utilizes the comprehensive multi-factor incident score. Of the
51 evaluated incidents, 20 (39.2%) exhibited divergent tier
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targets between the two methods, while 31 (60.8%) received
identical tier assignments.

Critically, of the 20 divergent cases, the LLM approach
targeted a higher tier for 15 incidents (29.4% of total), indi-
cating detection of complexity factors that the severity-only
approach failed to capture. Only 5 incidents (9.8%) were
assigned to lower tiers by the LLM method, reflecting cases
where multi-factor analysis determined that high-severity
labels overestimated required expertise. The average tier
divergence of 0.431 tiers quantifies the systematic difference
between the two methodologies.

Figure 10 presents the tier assignment divergence heatmap
comparing classical severity-based assignments (x-axis)
against LLM multi-factor score-based assignments (y-axis).
The diagonal cells represent agreement between methods,

TABLE 9. Comparison with State-of-the-Art SOC frameworks.

with 24 incidents assigned to Tier 1, 3 to Tier 2, and 4 to
Tier 3 by both approaches. Off-diagonal cells above the
dashed line indicate cases where the LLM approach assigned
higher tiers than the classical method, detecting latent
complexity in 11 Tier 1 and 6 Tier 2 classical assignments.
Conversely, cells below the diagonal show 3 incidents where
LLM assigned lower tiers, recognizing that severity labels
overstated required expertise.

The absence of classical escalations (0%) in this evaluation
confirms that the multi-factor approach proactively routes
complex incidents to appropriate tiers, eliminating the
need for post-assignment escalation. This proactive routing
represents a 29.4% improvement in direct-to-appropriate-
tier assignment accuracy, reducing analyst context-switching
overhead and improving overall resolution efficiency.

The modular architecture supports incremental deploy-
ment and organization-specific customization, with the
JOWT optimizer providing automated threshold calibration
for diverse SOC configurations.

I. COMPARISON WITH STATE-OF-THE-ART APPROACHES
To position the contributions of this work within the broader
landscape of AI-driven SOC optimization, Table 9 presents
a comparison with recent frameworks that report incident
resolution time metrics.

The ARCS framework [9] employs deep reinforcement
learning to optimize incident response strategies, achiev-
ing 27.3% faster resolution times compared to rule-based
approaches. ARCS addresses the response action selection
phase, determining which defensive countermeasures to
deploy once an incident has been assigned to the response
team. The proposed framework operates upstream in the

incident lifecycle, optimizing the initial analyst assignment
decision rather than the subsequent response actions.

The TEQ framework [27] applies machine learning to
alert prioritization in managed SOC environments, achieving
a 22.9% reduction in queue times for actionable incidents.
TEQ operates at the alert-level triage phase, helping analysts
identify which alerts warrant investigation before incidents
are formed. The proposed framework complements such
prioritization approaches by addressing the subsequent ana-
lyst assignment phase, ensuring that formed incidents reach
appropriately skilled analysts.

A key distinction of the proposed framework is the
introduction of quantified analyst-incident skill relevance
as an evaluation metric. While existing approaches focus
exclusively on resolution time, the proposed cross-validation
methodology demonstrates improvements of 31.9% to
126.8% in skill alignment across three independent eval-
uation metrics. This addresses a previously underexplored
dimension of SOC optimization: ensuring that incidents are
not only resolved faster but are handled by analysts whose
expertise matches the incident characteristics.

VII. CONCLUSION
This study presented a comprehensive AI-driven framework
for incident assignment and response optimization in Security
Operations Centers. The proposed system integrates multiple
novel contributions: (1) a multi-factor incident scoring
model combining severity and complexity calculations
with dynamic workload balancing; (2) two tier distribu-
tion optimization algorithms—Quantile-Targeted Normality-
Regularized Optimization (QT-NRO) and Joint Optimization
of Weights and Thresholds (JOWT)—for achieving opti-
mal analyst utilization across SOC hierarchies; (3) RAG-
enhanced semantic matching for intelligent analyst-incident
pairing using embedding-based skill similarity; and (4) an
Adaptive Capacity Zoning mechanism with four operational
zones for dynamic workload management under varying
incident loads. Additionally, the RAG Relevance Score is
proposed as a domain-independent metric for quantifying
pre-resolution assignment quality, applicable beyond SOC
environments to any operational setting requiring skill-aware
task routing.

Experimental evaluation using 10,021 real-world incidents
from Microsoft Defender demonstrated the effectiveness
of the proposed approach across multiple dimensions.
The JOWT algorithm achieved tier distribution alignment
within 0.8% of target proportions (50%-32%-18%) while
converging in only 10 iterations, outperforming the QT-NRO
baseline in both convergence speed and parameter inter-
pretability. The RAG-enhanced semantic matching system
achieved substantial improvements across three independent
evaluation methodologies, validated under both normal-load
(51 incidents) and high-load (200 incidents) conditions: up
to 126.8% improvement via RAG embeddings, 91.6% via
rule-based evaluation, and 31.9% via independent LLM
semantic evaluation, with consistent gains maintained under
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FIGURE 10. Tier assignment divergence heatmap comparing classical severity-based targeting (x-axis) with LLM multi-factor targeting (y-axis).
Diagonal entries indicate agreement, while above-diagonal cells reveal LLM-detected hidden complexity requiring higher-tier expertise.

stress conditions. This cross-validation approach addresses
potential evaluation circularity by confirming results through
metrics independent of the assignment embedding space.
In head-to-head evaluations, the LLM-enhanced approach
achieved a 60.9% win rate, with the multi-factor scoring
model detecting 29.4% of incidents as requiring higher-tier
expertise than severity-only approaches would indicate.
MTTR simulations demonstrated a 31.8% reduction in mean
resolution time, decreasing from 2.11 hours under classical
assignment to 1.44 hours with LLM-enhanced assignment.

The framework addresses critical limitations in existing
SOC operations, including analyst fatigue from workload
imbalance, skill underutilization from inappropriate tier
assignments, and inefficient escalation patterns arising from
static severity-based routing. The tier assignment divergence
analysis confirmed that classical approaches systematically
under-assign complex incidents, whereas the proposed
multi-factor model proactively routes such incidents to
appropriate expertise levels, eliminating the need for post-
assignment escalation. The modular architecture enables
seamless integration with existing SIEM platforms, with the
JOWT optimizer providing automated threshold calibration
for organization-specific configurations.

Future work will explore federated learning approaches
for cross-organizational knowledge sharing, reinforcement
learning for dynamic weight adaptation under evolving threat
landscapes, and integration with threat intelligence feeds for
proactive incident prioritization. To strengthen confidence in
the framework’s scalability and generalizability, evaluation
across diverse operational settings is planned, including
small-to-medium SOCs with fewer than ten analysts, large-
scale managed security service providers handling multi-
tenant environments, and sector-specific deployments in

financial services, healthcare, and critical infrastructure,
where regulatory and compliance requirements impose
additional constraints on incident routing. The modular
architecture and configurable JOWT parameters are designed
to facilitate such adaptation without requiring architectural
changes. Additionally, longitudinal studies in production
SOC environments will further validate the operational
benefits observed in simulation.
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