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ABSTRACT Homomorphic Encryption (HE) enables secure computations on encrypted data, facilitating
machine learning inference in sensitive environments such as healthcare and finance. However, efficiently
handling non-linear activation functions, specifically Sigmoid and Tanh, remains a significant computational
challenge for encrypted inference using Artificial Neural Networks (ANNs). This study introduces
a lightweight, ANN-based estimator designed to accurately approximate activation functions under
homomorphic encryption. Unlike traditional polynomial and piecewise linear approximations, the
proposed ANN estimators achieve superior accuracy with lower computational overhead associated with
bootstrapping or high-degree polynomial techniques. These estimators are trained on plaintext data and
seamlessly integrated into encrypted inference pipelines, significantly outperforming conventional methods.
Experimental evaluations demonstrate notable improvements, with ANN estimators enhancing accuracy by
approximately 2% for Sigmoid and up to 73% for Tanh functions, improving F1-scores by approximately
2% for Sigmoid and up to 88% for Tanh, and markedly reducing Mean Square Error (MSE) by up to 96%
compared to polynomial approximations. The ANN estimator achieves an accuracy of 97.70% and an AUC
of 0.9997 when integrated into a CNN architecture on the MNIST dataset, and an accuracy of 85.25% with
an AUC of 0.9459 on the UCI Heart Disease dataset during ciphertext inference. These results underscore the
estimator’s practical effectiveness and computational feasibility, making it suitable for secure and efficient
ANN inference in encrypted environments.

INDEX TERMS Activation function estimator, artificial neural network, encrypted inference, homomorphic
encryption.

I. INTRODUCTION
Over the past decade, cloud computing adoption has surged,
driven largely by its cost-effectiveness and the reduction of
operational and regulatory risks. A notable outcome of this
trend is Machine Learning as a Service (MLaaS), which
allows users to access advancedmachine learning capabilities
without deep technical expertise or significant infrastructure
investment. However, the widespread adoption of MLaaS
has intensified concerns over data privacy. As a result,
considerable research has focused on Privacy-Preserving
Machine Learning (PPML) techniques to address these
challenges.

The associate editor coordinating the review of this manuscript and

approving it for publication was Pinjia Zhang .

Key approaches include differential privacy, which guaran-
tees that adding or removing a single data point has minimal
effect on the model’s results [1]; federated learning, which
enables model training on distributed data without sharing
raw data [2]; and homomorphic encryption (HE), which
allows computations to be performed on encrypted data
without decryption [3]. These methods play a vital role in
protecting data privacy while facilitating advanced machine
learning functionalities in cloud-based environments.

The integration of HEwith ANNs has presented significant
challenges, primarily due to the difficulty in introducing non-
linearities, which are essential for model performance. These
non-linear activation functions (e.g., Sigmoid and Tanh)
require complex computations that extend beyond the simple
arithmetic operations typically supported by HE schemes.
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Developing effective approaches to approximate non-
linear activation functions in encrypted environments is a
critical area of research within privacy-preserving machine
learning. Early works relied on polynomial or piecewise
linear approximations—simplifying arithmetic under HE but
often failing to capture the full complexity of functions like
Sigmoid or Tanh. Despite these limitations, they demon-
strated the feasibility of secure non-linear approximations,
fueling ongoing innovation in the field.

A major motivation for our study is the growing need
to protect sensitive data—such as financial transactions
and medical records—within cloud-based machine learning.
While HE enables operations on encrypted data, it primarily
supports basic arithmetic, leaving non-linear activations as
a persistent bottleneck. Existing approximation methods
frequently lose precision in rapidly changing regions or
require separate solutions for each activation variant, which
compromises accuracy and computational feasibility. Hence,
we propose a single-layer ANN-based estimator that models
these non-linearities under HE more flexibly, aiming to
enhance accuracy without incurring the substantial overhead
commonly found in higher-degree polynomial or piecewise
linear schemes.

Building upon our previous work in [4], which introduced
the ANN-based estimator for approximating non-linear
activation functions, this study extends the methodology
to encrypted inference scenarios. Although our previous
work demonstrated the estimator’s effectiveness in HE
environments, this study further integrates it directly into the
encrypted machine learning inference pipeline, enhancing its
applicability and performance in secure inference settings.
Our approach focuses on enhancing the accuracy and
efficiency of encrypted machine learning inference. Unlike
traditional polynomial and piecewise linear approximations,
ANN-based estimators provide greater flexibility in capturing
complex non-linearities while remaining compatible with the
constraints of HE. These estimators are trained on plaintext
data and seamlessly applied during encrypted inference,
ensuring minimal loss in model performance. Extensive
experiments reveal that ANN-based estimators surpass
traditional methods in both Mean Square Error (MSE)
and accuracy, establishing them as a reliable solution for
secure machine learning applications. This contribution holds
particular importance in cloud-based environments, where
safeguarding data privacy and optimizing computational
efficiency is crucial.

Additionally, to assess the generalizability and practical
applicability of the proposed approach, two supplementary
experiments were conducted. In the first, the ANN estimator
was integrated into a CNN architecture, demonstrating
strong performance under encrypted inference conditions
compared to similar previous work. In the second, and to
simulate a real-world scenario, the estimator was applied to
homomorphically encrypted inference for ANN classifiers
trained on the UCI Heart Disease dataset, yielding effective
results in a medical prediction context. These experiments

further validate the robustness and adaptability of our method
in diverse datasets and application domains.

The main contributions of this work are summarized as
follows:
• We propose a novel, lightweight ANN-based estimator
for efficient and accurate approximation of non-linear
activation functions (Sigmoid and Tanh) under HE.

• Unlike existing approaches relying on low-degree
polynomial or piecewise linear approximations, our
estimator offers flexibility and generalizability, adapting
to various activation functions without requiring archi-
tectural or encryption parameter changes.

• We provide comprehensive empirical evaluations on
the MNIST and UCI Heart Disease datasets, demon-
strating substantial improvements in accuracy, F1-score,
and mean squared error compared to state-of-the-art
polynomial and piecewise estimators, while maintaining
practical computational efficiency.

• We validate the effectiveness of our estimator within
both ANN and CNN architectures under ciphertext
inference, demonstrating its suitability and practical
applicability for secure machine learning inference in
cloud environments.

The structure of the paper is organized as follows:
Section II provides a comprehensive review of related
work, discussing prior research efforts on activation func-
tion approximation in homomorphic encrypted settings.
Section III introduces the necessary preliminaries, including
foundational concepts of HE and the rationale for using
ANN-based estimators. Section IV presents the proposed
solution, describing the overall architecture, the design of
the ANN estimator, and the encrypted inference pipeline.
Section V details the experimental setup, covering datasets,
model configurations, and evaluation metrics. SectionVI
provides a thorough analysis of the results, including com-
parative benchmarks, case studies on real healthcare data, and
performance evaluation under encryption. Section VII offers
a critical discussion of the findings, limitations, and a security
analysis illustrated by the proposed threat model. Finally,
Section VIII concludes the paper and outlines directions for
future research, particularly on optimizing ANN estimators
and empirically evaluating robustness against privacy attacks.

II. PREVIOUS WORKS
To overcome the challenges of computing non-linear acti-
vation functions within HE, some earlier studies proposed
designing ANNs without activation functions entirely [5].
Another approach involved constructing linear ANNs [6], [7],
or using linear approximations of activation functions [8].
While these methods simplify computation under HE, they
compromise the core advantages of ANNs by eliminating the
non-linear features that are essential for capturing complex
data patterns.

To introduce non-linearity, some studies applied the
activation function at the final layer after decryption [9].
However, this approach is suboptimal because it restricts the
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network’s ability to learn complex relationships throughout
the intermediate layers. By keeping the hidden layers linear,
the model loses its capacity to model intricate decision
boundaries, which is a fundamental strength of non-linear
activation functions in ANNs.

Other research has explored using Trusted Execution
Environments (TEEs) as an alternative to HE for securely per-
forming non-linear activation function computations. TEEs
offer a secure, isolated processing environment, protecting
sensitive computations and data even within potentially
compromised operating systems. However, TEEs introduce
hardware dependencies and additional trust assumptions,
highlighting the advantages of exploring purely crypto-
graphic solutions such as HE-based ANN estimators. TEEs
safeguard data confidentiality by using secure enclaves
and remote attestation to verify computation integrity,
ensuring protection even if the surrounding environment is
compromised [10].

Another approach found in previous work involves using
dual-cloud setups without collusion [11], [12], [13]. In this
method, one Cloud Service Provider (CSP) performs the
classification process, while a second CSP generates key
pairs for each client and processes the activation functions on
the encrypted weight sums computed by the first cloud. The
second cloud, holding the decryption keys, decrypts the sums,
processes them with the activation functions, and re-encrypts
the results before returning them to the first cloud. While
this approach addresses the challenge of non-linear activation
in ANNs on homomorphically encrypted data, it relies on
trust in the CSP managing the key pairs and increases the
vulnerability to potential attacks.

Table 1 summarizes previous works aimed at estimating
activation functions for use with HE data.

Among the advanced polynomial-based methods high-
lighted in Table 1 is the approach of Lee et al. [23], who
demonstrated an Residue Number System-Cheon-Kim-Kim-
Song (RNS-CKKS)-based implementation of ResNet-20
with bootstrapping to handle deeper networks under HE.
Their work focused on minimax polynomial approximations
for ReLU and Softmax, which allowed the model to maintain
near-native accuracy (92.43%± 2.65% on Canadian Institute
For Advanced Research (CIFAR)-10) without retraining from
scratch on encrypted data. Crucially, they used repeated
bootstrapping to manage ciphertext noise across many
layers, a key requirement for complex networks such as
ResNet-20. Although their study centers on ReLU and
Softmax, the fundamental technique—training polynomials
to approximate non-linear functions—readily extends to
other activations, including Sigmoid and Tanh, by adjusting
the approximation intervals and polynomial degrees.

Table 1 indicates that time complexity is a common
challenge. To address this, many solutions rely on low-degree
polynomial approximations for activation functions, as these
are more compatible with HE schemes such as Cheon-Kim-
Kim-Song (CKKS) and Brakerski/Fan-Vercauteren (BFV).

These polynomial approximations simplify computations on
encrypted data and help mitigate computational burden.
However, the reliance on low-degree polynomials comes with
a trade-off: they struggle to accurately capture the intricate
behavior of non-linear activation functions (e.g., Sigmoid and
Tanh), leading to reducedmodel expressiveness and accuracy.
This limitation highlights the ongoing challenge of balancing
computational efficiency with the effectiveness of neural
networks in secure computations on encrypted data.

Although some studies report good performance in the
classification problems they solve, many of them employ
advanced noise-management strategies—such as frequent
bootstrapping—that significantly inflate computational over-
head and system complexity. In contrast, our approach
forgoes bootstrapping in favor of a simpler architecture,
showing that secure inference can be made more practical
without incurring the heavy resource demands associated
with noise-resetting procedures. This design choice naturally
places an emphasis on the feasibility and ease of integration
in PPML environments, rather than solely on maximizing
performance metrics.

In this study, we propose a new method for approximating
non-linear activation functions through a streamlined ANN
design. Our strategy draws on the Universal Approximation
Theorem, which states that a sufficiently large neural network
with suitable parameters can approximate any continuous
function to a chosen level of precision [29]. By leveraging
this principle, we employ a lightweight ANN to model and
approximate complex non-linear activation functions—such
as Sigmoid and Tanh—without relying on more specialized
polynomial expansions or piecewise linear constructs.

Because our approach can be adapted to various activation
functions, it yields accurate approximations for a range of
non-linearities. This adaptability makes it notably valuable
in scenarios requiring flexibility and generalization since the
same ANN-based framework can handle multiple activation
functions. Moreover, the simple architecture of ANN keeps
computational costs manageable, which is advantageous for
PPML environments where both efficiency and accuracy are
paramount, all while reducing implementation complexity
through the avoidance of bootstrapping.

III. PRELIMINARIES
A. BASIC CONCEPTS OF HE
HE is a cryptographic technique that enables computations to
be performed directly on encrypted data without the need for
decryption. This capability ensures that sensitive information
remains secure throughout the processing, making HE an
ideal solution for preserving privacy in untrusted environ-
ments. Due to this feature, HE is specifically well-suited for
MLaaS platforms, as it allows the use of advanced machine
learning techniques while keeping users’ data confidential.

A typical HE system includes several essential com-
ponents: representations of data in both plaintext and
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TABLE 1. Summary of previous works on activation function estimation for HE-based ANNs.

VOLUME 13, 2025 103515



M. R. A. Harb, B. Celiktas: ANN Activation Function Estimators for Homomorphic Encrypted Inference

ciphertext forms, the encryption and decryption processes,
and homomorphic operations. During encryption, plaintext
is converted to ciphertext using an encryption key; during
decryption, a decryption key is used to recover the original
plaintext. HE stands out by allowing arithmetic operations
(such as addition and multiplication) to be performed
directly on ciphertexts, producing encrypted results that,
when decrypted, match those of plaintext computation. For
instance, if E(a) and E(b) are encrypted versions of a and
b, then E(a) × E(b) results in an encrypted representation of
a × b.
HE schemes can be divided into three main types

based on the breadth of operations they enable: Partially
Homomorphic Encryption (PHE), Somewhat Homomorphic
Encryption (SHE), and Fully Homomorphic Encryption
(FHE). With PHE, users can perform an unlimited number
of operations of a single type—either repeated additions or
repeated multiplications—on encrypted data. For instance,
the Rivest-Shamir-Adleman (RSA) scheme supports unlim-
ited multiplications, while the Paillier scheme supports
unlimited additions. However, PHE cannot accommodate
tasks requiring both addition and multiplication.

SHE takes this a step further by permitting both addition
and multiplication, but only up to a limited number of
operations. This constraint arises because each operation adds
noise, which accumulates over time and can eventually render
decryption unfeasible. Despite this limitation, SHE still offers
more computational flexibility than PHE and paves the way
for transitioning to FHE.

FHE addresses the limitations of both PHE and SHE
by enabling unlimited number of additions and multiplica-
tions on encrypted data. This capability supports complex
workloads, including training and inference for machine
learning models. Nonetheless, FHE requires substantial
computational resources and memory. While recent progress,
such as bootstrapping, has made FHEmore viable, its deploy-
ment in real-world scenarios remains an ongoing challenge.
Understanding these distinctions is crucial for selecting
the appropriate HE scheme based on the requirements of
privacy-preserving machine learning tasks.

In this study, we employ the CKKS scheme for HE,
a suitable scheme for computations involving real numbers
and floating-point arithmetic. The CKKS scheme allows
approximate arithmetic on encrypted data, making it ideal for
applications in machine learning where precise calculations
on non-integer values are essential, such as during the
inference phase of neural networks with activation functions
like Sigmoid and Tanh. For a complete understanding of
the underlying HE scheme and its configuration with the
mathematical foundations, please refer to [30].

B. CHALLENGES WITH NON-LINEAR FUNCTIONS IN HE
As noted above, HE schemes make it possible to
carry out fundamental arithmetic operations—like addition
and multiplication—directly on encrypted data without

decrypting it. While these operations suffice for evaluating
simple mathematical expressions, they present considerable
difficulties in computing non-linear activation functions
(e.g., Sigmoid, Tanh, and ReLU), which are essential for
effective ANN performance [21].
The primary difficulty arises from the inherent complexity

of non-linear functions. Unlike addition and multiplication,
non-linear functions involve complex operations like expo-
nentiation and division, which are not directly supported
by most HE schemes. These functions require a series of
transformations that accumulate noise with each operation,
often leading to a rapid increase in the levels of ciphertext
noise, making it difficult to maintain precision during
decryption.

Furthermore, non-linear functions are essential for giving
ANNs non-linearity, which helps these models identify
intricate patterns and connections in the data. Without
non-linear activation functions, ANNs become equivalent
to linear models, significantly limiting their expressive
power and making them unable to learn intricate decision
boundaries. This means that applying HE directly to ANN
models without an efficient approximation of these non-linear
functions can result in poor model performance and reduced
accuracy.

The challenge lies in finding an approximation method that
balances accuracy with computational feasibility, ensuring
that the encrypted computations remain efficient while
preserving the model’s predictive capabilities. This issue
continues to be a critical focus of research in the field of
PPML, as the ability to effectively approximate non-linear
functions directly impacts the viability of using HE in
real-world applications involving ANNs.

C. OVERVIEW OF THE CURRENT ACTIVATION FUNCTION
APPROXIMATIONS
In this section, we explore the current methods for
approximating non-linear activation functions, which are
essential for the performance of neural networks. These
approximations are particularly important when working
with homomorphically encrypted data, where direct com-
putation of non-linear functions is challenging. We focus
on two widely used approaches: polynomial estimators and
piecewise linear approximations. Each method provides a
different balance between computational complexity and
approximation accuracy, making them suitable for various
encrypted computing scenarios.

1) POLYNOMIAL APPROXIMATION
This approach employs polynomial functions to approximate
non-linear activation functions like Sigmoid and Tanh.
Polynomial approximations are computationally efficient,
avoiding complex operations such as exponentiation, which
makes them well-suited for environments where managing
the noise budget is crucial, such as HE. However, there
is a trade-off between the polynomial’s degree and the
precision of its approximation. Higher-degree polynomials
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can more accurately capture the behavior of non-linear
functions, but they require more operations. In the context
of HE, this increased complexity leads to longer computation
times and greater noise accumulation in the encrypted data.
Therefore, a common choice is a second-degree polynomial,
which strikes a balance between simplicity and computa-
tional feasibility. Despite this, a second-degree polynomial
may struggle to accurately approximate complex non-linear
functions, resulting in reduced precision. Although using a
higher-degree polynomial could improve the approximation,
the associated noise growth during encrypted operations
makes this approach impractical for maintaining decryption
accuracy.

In this work, we used second-degree estimators of Sigmoid
and Tanh, which is a common way used in the literature.
For the Sigmoid activation function, we use the polynomial
approximation Sigmoidpoly(x) ≈ 0.5 + 0.197x − 0.004x2,
while for the Tanh activation function, the approximation is
defined by the equation Tanhpoly(x) ≈ 0.0+ 1.0x− 0.165x2.
These forms were chosen to provide a balance between sim-
plicity and accuracy, allowing efficient computation under
HE constraints while maintaining reasonable approximations
of the Sigmoid and Tanh curves. They were determined
through empirical analysis of the functions. Figure 1 and
Figure 2 show the polynomial approximations for Sigmoid
and Tanh and comparison with the correct values for these
activation functions, respectively.

FIGURE 1. Sigmoid polynomial approximation and the original Sigmoid.

2) PIECEWISE LINEAR APPROXIMATION
This method approximates non-linear functions by dividing
their range into segments and fitting a linear function
within each segment. This allows for a piecewise linear
approximation that can capture the overall shape of the
function with relatively simple calculations, making it
suitable for encrypted environments. It strikes a balance
between accuracy and computational complexity, as each
segment can adapt to different parts of the function’s curve.

FIGURE 2. Tanh polynomial approximation and the original Tanh.

A key challenge of this approach is determining the
appropriate range for each segment when working with
homomorphically encrypted data. Since the data remains
encrypted throughout the process, directly identifying ranges
is not feasible, making it difficult to select optimal break-
points for the piecewise approximation. To address this, one
potential solution is to determine the ranges on plaintext data
during the training phase and then apply those predetermined
ranges during inference on encrypted data. Although this
approach preserves approximation accuracy, it introduces
additional complexity and requires meticulous calibration to
maintain consistency throughout both training and inference
stages.

Algorithm 1 details the computations of the non-linear
activation functions using piecewise linear approximations.

Algorithm 1 Piecewise Linear Approximation for Nonlinear
Activation Functions With HE
Require: Encrypted tensor x, breakpoints, and segment

coefficients (a, b).
Ensure: Encrypted tensor with approximated nonlinear

values.
1: Initialize encrypted result tensor r ← 0.
2: for each segment i do
3: Retrieve coefficients (a, b) and define the segment

range.
4: Create a mask for x based on the segment range using

approximate Heaviside functions.
5: Compute the segment approximation si← a · x + b.
6: Update r ← r +mask · si.
7: end for
8: Return r .

The predefined breakpoints for the Sigmoid activa-
tion function were set to [−6.0,−3.0, 0.0, 3.0, 6.0], while
for the Tanh activation function, the breakpoints were
[−6.0,−3.0, 0.0, 3.0, 6.0]. Algorithm 1 approximates the
nonlinear activation functions using a piecewise linear
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approach that is compatible with HE. The range of input
values is divided into segments, each defined by a breakpoint
range and a linear equation, which allows efficient approx-
imation of the non-linear activation function when direct
computation is not feasible due to the constraints of encrypted
data processing.

The process starts by initializing an output tensor to store
the results. For each segment, a linear approximation is
applied to the input values within the defined range. Since
the data remain encrypted, direct comparison operations are
not possible. Instead, approximate Heaviside functions are
used to create masks that identify which inputs belong to each
segment.

For values less than or equal to the first breakpoint, the
algorithm creates a mask to select those values. For values
greater than the last breakpoint, a different mask is applied.
For intermediate ranges, two masks are used to define the
boundaries of the segment, ensuring that only values within
the specified range are affected by the corresponding linear
function.

Each linear approximation is calculated using simple
arithmetic operations—multiplication and addition—that are
supported byHE schemes. Themasked segment is then added
to the overall result, combining the contributions of each
segment to produce the final output.

D. MOTIVATION FOR ANN-BASED ESTIMATORS
The motivation behind adopting ANN-based estimators
for approximating non-linear activation functions lies in
achieving a flexible, uniform framework for handling various
activations, such as Sigmoid and Tanh, without altering the
underlying model structure. Traditional approaches often
rely on separate, function-specific approximation techniques
(e.g., polynomial or piecewise linear), each with its own setup
requirements and limited ability to accurately capture the
complex behaviors of non-linear functions.

A key advantage of our ANN-based estimator is its
simplicity: switching to a different activation function only
requires retraining, with no need to modify the network
architecture. Specifically, to approximate a new non-linear
activation (e.g., ReLU or Softmax instead of Sigmoid/Tanh),
we simply recollect the preactivation outputs (from the main
ANN’s hidden layer) and pair them with the corresponding
target post-activation values for the new function. This
effectively yields a new ‘‘training set’’ for the single-layer
ANN estimator, reflecting how the activation function
transforms inputs over its valid range. Because the estimator
learns a general mapping from pre- to post-activation values,
no special polynomial expansions, breakpoints, or manually
tuned approximations are required. Only the reference
dataset—i.e., pairs of hidden-layer outputs and their correct
activation values—must be regenerated, making the process
both flexible and efficient. This design also shortens the
development cycle: adjusting the estimator for another
activation function requires only standard regression training

on the updated dataset, without complex modifications to the
neural network architecture or encryption parameters.

ANN-based estimators can additionally capture subtle,
nuanced behaviors of non-linear activation functions by
learning adaptively from training samples over the full
function range. This allows them to model smooth transitions
and inflection points more precisely than simpler polynomial
or piecewise linear methods might miss. Unlike low-degree
polynomial approximations—which often struggle with
accuracy—or piecewise linear approximations—whose pre-
cision can vary across breakpoints—the proposed estimator
can learn closer to the actual shape and characteristics of
the function. This adaptability is especially beneficial in HE
settings, where consistent high-fidelity approximations with
minimal noise accumulation are crucial.

IV. PROPOSED SOLUTION
A. OVERVIEW OF THE PROPOSED SOLUTION
To provide a clear understanding of the proposed solution,
Figure 3 illustrates the dataflow diagram. The dataflow shows
four preparatory steps required to obtain the ANN-based
estimator. First, the range of input values for which the
activation functions need to be approximated is determined.
Next, the training dataset is prepared by computing activation
function values for samples within the defined range. This
dataset forms the basis for training the ANN estimator,
which captures the behavior of the activation function
over the relevant range. The ANN is trained in plaintext
mode, thus avoiding the noise build-up that would occur
with homomorphically encrypted calculations. Once trained,
the ANN estimator is utilized during encrypted inference,
effectively addressing the core challenge that this approach
seeks to resolve.

FIGURE 3. The dataflow diagram of the proposed work.

To illustrate a real-world implementation of the proposed
solution, the communication diagram in Figure 4 presents a
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healthcare example. The diagram features four main actors:
the CSP, which offers MLaaS; the Key Management System
(KMS), responsible for generating and managing encryption
key pairs; the healthcare center; and the patient. During the
training phase, the healthcare center preprocesses the training
dataset and shares it with the CSP. The CSP then utilizes
its computational resources to train the ANN model for the
classification or regression task specified by the healthcare
center. Following this, the CSP prepares theANN estimator to
handle activation functions in a homomorphically encrypted
mode. This architecture is designed to resist common privacy
threats such as Man-in-the-Middle (MitM) interception,
model inversion, or inference-time data leakage since no raw
data or decrypted model output is exposed to the cloud or
external observers.

During the inference phase, the patient retrieves the
encryption key pairs from the KMS. The public key is used
to encrypt the input data for inference before it is transmitted
to the CSP for processing. After doing the inference on
the encrypted data, the CSP gives the patient the encrypted
results, which they can decrypt using the private key to obtain
the final classification or regression result.

FIGURE 4. Communication diagram for implementation example in
healthcare.

B. DESIGN AND TRAINING OF THE ANN ESTIMATOR
The proposed ANN-based estimator is implemented as a
lightweight, single-layer fully connected network, where the
input and output dimensions are set to match the size of the
main ANN’s hidden layer (64 units in our experiments on
the MNIST dataset). The estimator serves to approximate the
non-linear activation function within the encrypted inference
pipeline. Its main components and training protocol are as
follows:
• Input and Output: For each inference, the estimator
receives the preactivation vector from the main ANN’s

hidden layer (z1 ∈ R64) and produces an output vector
(a1 ∈ R64), thereby approximating the true activation
function values (e.g., Sigmoid or Tanh).

• Architecture: The estimator consists of a single fully
connected layer. This lightweight design is chosen to
minimize computational overhead and avoid introducing
additional noise in the HE context.

• Training Dataset: The training data is constructed
by pairing the preactivation outputs from the main
ANN’s hidden layer with their corresponding true post-
activation values, effectively forming input-output pairs
for supervised regression.

• Training Procedure: Training is conducted in the
plaintext domain as a regression task, where the
estimator minimizes the MSE between its outputs and
the reference activation values. The Adam optimizer
is employed (learning rate = 0.0005, weight decay =
1e−5) over 10 epochs, with a batch size consistent
with the main ANN’s protocol. Weight clipping with a
threshold of 5.0 is applied after each update to ensure
stable training and maintain compatibility with HE.

• Weight Initialization: Weights are initialized using the
Xavier (Glorot) method [30], which is particularly
effective for preventing vanishing or exploding gradients
in networks approximating non-linear activations like
Sigmoid and Tanh.

This architectural choice achieves a balance between
approximation accuracy and computational efficiency, ensur-
ing seamless integration into the encrypted inference pipeline
without incurring significant computational overhead or
excessive ciphertext noise. Empirical results demonstrate
that the ANN estimator achieves high-fidelity approximation
of non-linear activation functions in encrypted settings.
Figures 5 and 6 illustrate the ANN estimator’s performance in
approximating the Sigmoid and Tanh functions, respectively.

FIGURE 5. Sigmoid ANN estimator and the original Sigmoid.

C. DESIGN AND TRAINING OF THE MAIN ANN
The main ANN in this work is intentionally designed
as a shallow model, serving as the primary network for
classification or regression tasks, with a particular focus
on the MNIST handwritten digit dataset. Its structure is
kept minimal and fixed throughout all experimental phases,
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FIGURE 6. Tanh ANN estimator and the original Tanh.

prioritizing the evaluation of activation function estimators
under HE rather than optimizing classification accuracy with
deeper architectures. The ANN consists of the following
layers:
• Input Layer: Configured to accept flattened input data—
such as a 784-dimensional vector obtained by flattening
each 28 × 28 grayscale MNIST image—the input
layer can also be adapted to other structured datasets.
This design choice provides versatility for different
types of input while maintaining compatibility with HE
requirements.

• Hidden Layer: Fully connected to the input layer,
the hidden layer comprises 64 neurons. A non-linear
activation function (either Sigmoid or Tanh, depending
on the estimator under evaluation) is applied after this
layer to enable the network to capture complex, non-
linear relationships in the data. The choice of 64 units
balances model expressiveness with computational effi-
ciency, which is critical given the noise and processing
constraints inherent to HE.

• Output Layer: The configuration of the output layer
depends on the specific task. For classification tasks
such as MNIST, it features 10 units, each corresponding
to a digit class; for regression, the layer can be
configured to produce continuous outputs.

We train the main ANN in plaintext mode before adapting
it for encrypted inference. The model is implemented in
PyTorch and trained using the Adam optimizer (learning rate
0.001) to minimize cross-entropy loss—a standard objective
for classification tasks—over 10 epochs. Input features are
standardized using normalization, and training is conducted
with a batch size of 64. A validation subset is extracted
from the training set to monitor model performance and
convergence during training. Throughout this phase, the total
training time is recorded. Once training is complete, the main
ANN’sweights are finalized and prepared for integrationwith
the ANN estimator in the encrypted inference pipeline.

By maintaining a simple, single-hidden-layer architec-
ture, the computational complexity is reduced, which
ensures the model remains practical for encrypted infer-
ence. This simplicity also enables clearer insights into
the performance of activation function estimators, avoiding

additional complexity from deeper or more intricate network
designs.

D. HOMOMORPHICALLY ENCRYPTED INFERENCE PHASE
Algorithm 2 summarizes the steps related to the homomor-
phically encrypted inference phase.

Algorithm 2 Homomorphically Encrypted Inference
Require: Encrypted input data x, trained ANN and ANN

estimator parameters (W1, b1,W2, b2,We, be), encryp-
tion context.

Ensure: Encrypted inference result y and computation time.
1: Step 1: Encode Model Parameters
2: Extract trained weights and biases:
3: (W1, b1): First layer weights and biases of the main

ANN.
4: (W2, b2): Second layer weights and biases of the main

ANN.
5: (We, be): Weights and biases of the ANN estimator.
6: Encode each parameter as plaintext tensors compatible

with the encryption context.
7: Step 2: Compute First Layer Transformation
8: Perform the first linear transformation:
9: z1 ← W1 · x + b1 (element-wise operations on

encrypted data).
10: z1 represents the encrypted preactivation values of the

hidden layer.
11: Step 3: Apply Activation Function Using ANN

Estimator
12: Use the ANN estimator to approximate the activation

function:
13: a1 ← We · z1 + be (encrypted approximation of

Sigmoid or Tanh).
14: a1 represents the encrypted post-activation values of the

hidden layer.
15: Step 4: Compute Second Layer Transformation
16: Perform the final linear transformation:
17: y ← W2 · a1 + b2 (encrypted transformation for

prediction).
18: y represents the encrypted final output of the ANN.
19: Step 5: Return Results
20: return Encrypted output y and total computation time.

Once the main ANN computes the encrypted preactivation
outputs from the hidden layer in Step 2 of Algorithm 2,
those ciphertext values z1 are directly fed into our single-layer
ANN estimator (Step 3). The estimator replaces the usual
Sigmoid or Tanh by mapping z1 to encrypted post-activation
outputs a1. Crucially, there is no decryption step at this
stage; a1 remains encrypted. Finally, a1 is passed back into
the main ANN for the second layer transformation Step 4),
functioning as if it were a standard non-linear activation
output in plaintext. Performing all operations on encrypted
data ensures privacy throughout the inference process.
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To further clarify these data flow steps, we now detail
the underlying mathematical operations of the algorithm.
The encrypted inference process begins with the encrypted
input data, represented as Xenc, which is derived by encoding
and encrypting the original plaintext input X using a HE
scheme. This encrypted input Xenc allows computations to
be performed directly on encrypted data without decryption,
preserving the privacy of sensitive information throughout the
inference process.

Next, the trained model parameters (weights and biases)
of both the main ANN and the ANN estimator are converted
to plaintext tensors (indicated with a ‘‘pt’’ superscript),
rendering them compatible with HE operations. Let n
represent the number of input features, h the number of
hidden units in the main ANN, and o the number of output
classes or continuous outputs. The first layer of the main
ANN has weights Wfc1 ∈ Rh×n and biases bfc1 ∈ Rh.
These parameters are applied to the encrypted input Xenc
to compute the encrypted preactivation values of the hidden
layer, denoted by:

henc = Xenc ·W
pt
fc1 + b

pt
fc1

The encrypted preactivation values henc are then processed
through the ANN estimator, which approximates the activa-
tion function, which may be Sigmoid or Tanh based on the
trained datasets. This involves applying the estimator weights
West ∈ Rh×h and biases best ∈ Rh, resulting in encrypted
post-activation values:

hest_enc = henc ·W
pt
est + b

pt
est

This representation effectively approximates the activation
functions within the HE context, avoiding direct computation
of the function and ensuring efficient encrypted operations.

Finally, the encrypted post-activation values hest_enc are
passed through the second layer of themain ANN, which uses
weights Wfc2 ∈ Ro×h and biases bfc2 ∈ Ro to produce the
encrypted final output:

yenc = hest_enc ·W
pt
fc2 + b

pt
fc2

This output, yenc, represents the results of the ANN.
Throughout the encrypted inference phase, in is important

to note that all user data—including the input features, hidden
layer preactivation vectors, estimator outputs, and final
network outputs—remain encrypted in ciphertext form at all
times. The only components maintained in plaintext are the
model parameters (weights and biases) of both the main ANN
and the ANN-based estimator, which are encoded as plaintext
tensors for computational efficiency within the HE frame-
work. This design ensures that no intermediate activations
or sensitive user information are exposed in plaintext during
any step of inference. It is important to note that keeping
the model parameters in plaintext does not compromise user
privacy, as these parameters are independent of individual
user data and are typically considered non-sensitive in
privacy-preserving machine learning deployments.

For a deeper understanding of the inference process and
how it is influenced by the bias-variance trade-off, including
its impact onmodel performance and generalization, see [31].

E. ADAPTION OF HE
In this work, we adopted the CKKS scheme for HE due to
its suitability for computations on real-valued data, which
is essential for machine learning tasks involving continuous
numbers, such as neural network inference. Unlike other
encryption schemes that primarily handle integer data, CKKS
enables approximate arithmetic on encrypted floating-point
values, making it ideal for implementing activation functions
and other mathematical operations directly on encrypted
data without decryption. This flexibility enables efficient
execution of complex computations directly on encrypted
data, making it highly suitable for secure machine learning
inference in cloud-based environments.

Managing noise accumulation in HE is critical for
accurate computations. Each operation adds noise to the
ciphertext, which must be controlled to prevent loss of
accuracy or decryptability. To address this, we carefully
configured the encryption parameters, such as the polynomial
modulus degree and coefficient modulus sizes, to provide an
optimal balance between noise tolerance and computational
efficiency. Additionally, we set a high global scale factor
in CKKS to enhance precision, allowing us to maintain a
lower noise level during calculations. This setup minimizes
the noise growth across layers of computation, ensuring that
the results remain precise and decryptable at the end of the
inference process.

V. EXPERIMENT DETAILS
In this section, we give a detailed account of the experiments
designed to assess the proposed ANN estimator’s ability to
approximate activation functions—an essential step toward
enabling accurate and efficient inference within a HE
framework.

The dataflow diagram in Figure 7 illustrates the experi-
mental setup. As shown, six different inference tests were
performed, each aimed at assessing the effectiveness of
polynomial, piecewise linear, and ANN estimators for both
Sigmoid and Tanh activation functions. These tests were
organized into two categories, one for Sigmoid and the
other for Tanh activation functions, with each category using
a distinct ANN structure optimized for approximating the
corresponding activation function. This structured approach
allowed us to thoroughly evaluate each estimator’s perfor-
mance across the two key non-linear activation functions.

A. EXPERIMENT SETUP
For our experiments, we utilized Google Colab, a cloud-
based platform that provides robust computational resources
suitable for machine learning and deep learning research.
Specifically, we leveraged a Colab instance equipped with
a TPU v2-8, which offered ample computational power and
memory to efficiently run complex models and manage the
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FIGURE 7. Experiment dataflow diagram.

intensive demands of HE operations, utilizing GPU and TPU
acceleration as needed.

We utilized several libraries to implement and evaluate the
proposed solution efficiently. PyTorch served as the primary
deep learning framework, providing tools for building,
training, and evaluating neural network models. Its flexibility
and GPU support made it ideal for developing the main
ANN and ANN estimator models. TenSEAL was employed
to handle the HE aspects of our project. Specifically,
TenSEAL allowed us to implement the CKKS scheme,
perform encrypted computations, and manage encryption
parameters, making it possible to execute neural network
inference directly on encrypted data. NumPy was used for
efficient array manipulation and mathematical operations,
assisting in data preprocessing, tensor transformations, and
performance evaluation. Scikit-learn provided tools for
computing performance metrics, such as accuracy, F1-score,
and sensitivity, which were essential for assessing the
accuracy and effectiveness of the ANN estimator. Finally,
Matplotlib was used for plotting and visualizing results, such
as comparisons between the true activation functions and
the outputs of the ANN estimators, allowing us to visually
analyze the estimator’s performance.

For our implementation, we configure the CKKS scheme
using the TenSEAL library with the following parameters:
• Polynomial Modulus Degree: A value of 32,768 is
chosen for the degree of polynomial modulus. This
parameter controls the degree of the polynomial used
in the encryption process, directly affecting the security
level and computational efficiency of the scheme.
A higher value like 32,768 provides a high level of
security, which is important to maintain data privacy in
cloud environments. Additionally, this degree ensures

sufficient capacity to perform the operations required for
our neural network without excessive noise growth.

• Coefficient Modulus Bit Sizes: We use the coefficient
modulus sizes [60, 50, 50, 50, 50, 50, 60]. These values
define the sizes of the coefficient moduli used in the
scheme, impacting the precision of the computations
and the noise budget available during encrypted oper-
ations. The chosen configuration balances the need for
precision with the overall noise budget, enabling the
execution of a series of arithmetic operations while
maintaining decryption accuracy. The higher bit sizes
(e.g., 60-bit and multiple 50-bits) ensure that the global
scale remains high enough for accurate results.

• Global Scale: The global scale is set to 250. The
global scale determines the precision of the encrypted
computations and how values are represented during
encryption. A higher global scale of 250 provides more
headroom for maintaining precision throughout the
computations, reducing the risk of precision loss during
encrypted inference. This is particularly crucial for our
neural network estimators, as it helps to ensure that the
encrypted outputs remain as accurate as possible.

• Galois Keys Generation: The configuration also
includes the generation of Galois keys. Galois keys are
necessary for enabling rotation operations on encrypted
vectors, which are required for efficient computation in
neural networks, such as during matrix multiplications
or shifting elements within encrypted data. This step
is essential for performing complex neural network
operations while keeping the data encrypted.

This configuration of the CKKS scheme is carefully opti-
mized to balance security, computational efficiency, and
accuracy, making it well-suited for the specific demands
of PPML tasks. The parameters were fine-tuned through
extensive experimentation, ensuring that the chosen settings
provide optimal performance for our encrypted inference
process.

B. DATASET AND PREPROCESSING
For our experiments, we utilized the MNIST dataset, a well-
established benchmark for machine learning models, par-
ticularly in image classification tasks. The MNIST dataset,
introduced by LeCun et al. (1998), consists of grayscale
images of handwritten decimal digits (0-9). This dataset is
extensively used for its accessibility and standardized format,
making it a prime choice for assessing machine learning
solutions [32].

The MNIST dataset consists of 70,000 images in total,
with 60,000 designated for training and 10,000 reserved
for testing. Each image measures 28×28 pixels, producing
784 features when flattened, which serve as inputs for our
ANN models. In this study, we used all 60,000 training
images to train both the main ANN and the ANN estimator,
ensuring broad coverage of the dataset and capturing the
diverse characteristics of handwritten digits.
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For testing, we utilized the standard MNIST test set
of 10,000 images but applied a specific selection process
during encrypted inference. To manage computation time
and ensure a balanced evaluation, we limited the encrypted
inference tests to a maximum of 100 samples per class.
This subset choice enabled evaluation across all digit classes
while managing computational demands, providing reliable
information on the accuracy and effectiveness of the ANN
estimator in previously unseen data.

Preprocessing of the MNIST dataset involved converting
each image into a tensor and applying standard normalization.
Specifically, each image was transformed to have a mean
of 0.1307 and a standard deviation of 0.3081, following the
typical normalization values for MNIST. This normalization
step is crucial as it helps stabilize the training process by
scaling the input values, allowing the neural networks to
converge more efficiently. The images were flattened into
784-dimensional vectors to match the input layer’s structure
in the main ANN.

C. CASE STUDY: PREDICTING HEART DISEASE
We performed a case study utilising the UCI Heart Disease
dataset to show the generalisability and practical applicability
of our suggested ANN-based activation function estimators.
This experiment investigates the performance of activation
estimators in a real-world clinical dataset under plaintext
inference conditions, but the main focus of this study has
been on assessing them in the context of encrypted inference.
By using a tabular medical dataset, we hope to demonstrate
that the suggested estimator framework is not just applicable
to image data (likeMNIST) but can also be effectively applied
in privacy-sensitive fields like healthcare, where decision
support systems are increasingly using predictive modelling.

The UCI Heart Disease dataset is a widely used benchmark
in medical machine learning studies. It contains 303 patient
records with 13 input features that include clinical and demo-
graphic indicators such as age, sex, chest pain type, resting
blood pressure, cholesterol level, and electrocardiographic
results [35]. The purpose is to predict the presence of
cardiac disease in a patient, which is expressed as a binary
classification task. This dataset is especially useful for testing
the resilience of machine learning models in healthcare
because of its real-world properties, class imbalance, and
small sample size.

Although the UCI Heart Disease dataset does not contain
direct identifiers such as names or Social Security Numbers
(SSNs), it retains quasi-identifiers—age, sex, resting blood
pressure, and cholesterol levels—that are widely recog-
nized as potential indirect identifiers in privacy literature.
These features, when combined, can be exploited for
re-identification attacks through data linkage techniques. For
instance, a simple k-anonymity check on the four-attribute
set (age, sex, cholesterol, and resting blood pressure) reveals
that 10 out of 303 records (3.3%) are unique, underscoring
real-world privacy risks associated with de-identifiedmedical

records. This mirrors prior findings that (i) up to 28%
of individuals in HIPAA-compliant discharge data were
re-identified via newspaper linkage [36], and (ii) 99.98% of
U.S. residents are unique when just 15 demographic fields
are known [37]. Copula-based risk models on comparable
clinical datasets further demonstrate that even small sets
of quasi-identifiers can pose substantial re-identification
danger [38].
It is important to note that our primary aim is not to address

direct disclosure risks (i.e., identifier leakage), but rather
to evaluate the secure inference capability of our encrypted
ANN model, which operates solely over ciphertext—even
when input data carries such quasi-identifiers. This approach
emphasizes the significance of enabling privacy-preserving
inference over encrypted quasi-identifier data, rather than
relying exclusively on de-identification or data sanitization.

The UCI Heart Disease dataset underwent preprocessing
to ensure good data quality and compliance with the neural
network training methodology. To ensure that all records
were preserved, missing feature values were replaced with
the mean of each column. The features were transformed
to a uniform numerical representation, and the class labels
were simplified into a binary classification task by assigning
a label of 1 to each incidence of heart disease and 0 otherwise.
To achieve uniform feature contribution, all features were
standardised with zero mean and unit variance. The dataset
was then divided into training and testing sets in an 80/20 ratio
to ensure balanced class distributions. Finally, the data was
organised into batches to facilitate processing during model
training and evaluation.

The main ANN designed for this case study consists of
a fully connected input layer, a single hidden layer with
512 neurons, and an output layer configured for binary clas-
sification. A dropout layer with a rate of 0.3 was incorporated
after the activation function to improve generalization. Three
different activation functions—Sigmoid, ReLU, and Tanh—
were tested in the hidden layer to assess their effect on
classification performance. To facilitate encrypted inference,
we trained an enhanced ANN-based estimator designed to
approximate the chosen activation function using a simple
two-layer fully connected architecture. During training,
we first trained the main ANN using the cross-entropy
loss function with an adaptive optimizer and a learning-rate
scheduler over 300 epochs. Subsequently, the estimator was
trained in a regression setup to map preactivation values
to their corresponding post-activation outputs, effectively
learning the activation behavior. For each activation function,
the experiment was repeated independently, and results were
compared with plaintext inference to evaluate accuracy, loss,
and generalization metrics.

To maintain consistency and comparability, the HE config-
uration used here mirrors that of the earlier experiments.

VI. RESULTS
This section presents the experimental results that validate
our primary objectives: to demonstrate that ANN-based
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estimators can accurately approximate non-linear activa-
tion functions (Sigmoid and Tanh) within homomorphic
encrypted inference, while balancing accuracy with computa-
tional feasibility. A detailed interpretation of these results and
their explicit connection to the study’s objectives and broader
implications are provided in the Discussion section.

A. PERFORMANCE METRICS
After obtaining the encrypted inference results, they are
decrypted and compared against the true values from the test
set. To assess the performance of the estimators under study,
we utilize the evaluation metrics outlined in Table 2. These
metrics provide a comprehensive view of each estimator’s
accuracy, sensitivity, and overall effectiveness. For further
details on these evaluation metrics, please refer to [33].
All results in this work are rounded to four decimal places

for consistency and clarity.

TABLE 2. Evaluation metrics and their descriptions.

Since encryption and decryption times are consistent
across experiments, we focus solely on evaluating encrypted
inference efficiency. This approach ensures that our analysis
accurately reflects the inference process’s computational
demands within the HE framework.

B. ENCRYPTED INFERENCE PERFORMANCE ON MNIST
USING ANN CLASSIFIERS
1) RESULTS USING SIGMOID ACTIVATION FUNCTION
ESTIMATORS
Table 3 presents the results of the homomorphic inferences
using the Sigmoid activation function and its respective
estimators within the HE framework. Figures 8, 9, and 10
display the ROC curves along with the AUC values for
the homomorphic inferences conducted with the polyno-
mial, piecewise linear, and ANN-based Sigmoid estimators,
respectively.

TABLE 3. Homomorphic inferences using different estimators for sigmoid
activation function.

FIGURE 8. ROC curves and AUC values for the homomorphic inference
using Sigmoid polynomial estimator.

FIGURE 9. ROC curves and AUC values for the homomorphic inference
using Sigmoid piecewise linear approximation.

FIGURE 10. ROC curves and AUC values for the homomorphic inference
using Sigmoid ANN estimator.

2) RESULTS USING TANH ACTIVATION FUNCTION
ESTIMATORS
Table 4 presents the results of the homomorphic inferences
using the Tanh activation function and its respective esti-
mators within the HE framework. Figures 11, 12, and 13
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display the ROC curves along with the AUC values for
the homomorphic inferences conducted with the polyno-
mial, piecewise linear, and ANN-based Sigmoid estimators,
respectively.

TABLE 4. Homomorphic inferences using different estimators for tanh
activation function.

FIGURE 11. ROC curves and AUC values for the homomorphic inference
using Tanh polynomial estimator.

FIGURE 12. ROC curves and AUC values for the homomorphic inference
using Tanh ANN estimator.

3) ENCRYPTED INFERENCE TIME
Since the homomorphically encrypted inference was tested
on a dataset containing 1,000 points (100 from each class),
the average computation time was calculated for each
method. The encryption and decryption times were excluded,
as they remain consistent across all tests. Our focus was to
compare the computational differences among the non-linear
estimators for the activation functions. The computational
times were grouped in alignment with the experimental

FIGURE 13. ROC curves and AUC values for the homomorphic inference
using Tanh ANN estimator.

setup outlined in Figure 7. Implementation time details are
provided in Table 5.

TABLE 5. Average implementation time for the encrypted inferences
based on the type of estimators to Sigmoid and Tanh.

C. COMPARATIVE ANALYSIS
A substantial body of previous research (refer to Section II)
utilizes CNNs as the backbone for performing inference
on homomorphically encrypted data. To enable a fair and
comprehensive comparison, we extend our evaluation by
incorporating the proposed ANN-based estimator into a
CNN framework. This subsection presents a comparative
analysis covering CNN architecture, encryption security level
(in bits), classification accuracy, and implementation time.
By comparing our method with existing approaches based
on polynomial or piecewise approximations, we demonstrate
that our ANN estimator maintains its effectiveness and
flexibility even within deeper, more complex networks.
Additionally, this analysis highlights the trade-offs between
accuracy, security, and computational efficiency. A summary
of this comparison is provided in Table 6.

The security level for CKKS and BFV HE schemes is pri-
marily determined by two critical parameters: the polynomial
modulus degree (N ) and the coefficient modulus bit sizes.
As outlined by Furka et al. [39], the polynomial modulus
degree N significantly influences both security and compu-
tational complexity, where larger N values generally provide
higher security but increased computational demands. The
total sum of bits used for the coefficient modulus (denoted
as Q) is then compared against standardized security bounds
provided by theHomomorphic Encryption Security Standard.
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Specifically, the maximum permissible coefficient modulus
bit-length (Qmax) for achieving a target security level, such
as 128 bits, is predefined for various polynomial degrees—for
example, for N = 8192, the maximum allowed bit-size sum
for 128-bit security is 218 bits. Hence, ensuring the total bits
in the coefficient modulus are below this threshold guarantees
the desired level of security in bits [39].

D. CASE STUDY RESULTS: HEART DISEASE PREDICTION
The performance results of the ANN classifier and activation
function estimators on the UCI Heart Disease dataset are
presented in Table 7. The table compares three activation
functions—Sigmoid, Tanh, and ReLU—under both plaintext
and ciphertext inference.

VII. DISCUSSION
This section presents the evaluation results of the proposed
ANN-based estimators for Sigmoid and Tanh activation func-
tions within PPML frameworks. As shown in Tables 3 and 4,
the ANN-based estimators demonstrated robust performance
in approximating non-linear activation functions, particularly
under HE. By examining the performance of Sigmoid and
Tanh estimators across polynomial, piecewise linear, and
ANN-based methods, it was evident that ANN estimators
achieved the highest levels of accuracy and sensitivity.
For instance, the ANN estimators recorded an AUC of
0.9887 for Sigmoid and 0.9876 for Tanh, outperforming
both polynomial and piecewise linear approximations. These
findings suggest that ANN-based approaches can more
accurately capture the complexities of non-linear activation
functions, a critical requirement for effective encrypted
inference for machine learning.

One key advantage of ANN-based estimators is their
ability to approximate complex non-linear behaviors without
the need for separate approximation techniques for each
activation function. This flexibility, grounded in theUniversal
Approximation Theorem, allows ANN estimators to general-
ize across different types of non-linear functions by merely
adjusting the training dataset rather than altering the model
architecture itself. Compared to polynomial approximations,
which may require high degrees to achieve similar accuracy,
and piecewise linear methods, which struggle with precise
curve fitting, ANN estimators offer a balanced solution for
maintaining both accuracy and computational feasibility.
This adaptability also makes ANN-based estimators partic-
ularly promising for applications in MLaaS, where different
types of activation functions may be required across various
encrypted models.

The piecewise linear approximation method for estimating
Sigmoid and Tanh (Tables 3 and 4) yielded significantly
lower accuracy compared with other methods. This decrease
in performance can be attributed to the inherent limitations
of the piecewise linear approach in capturing the non-linear
characteristics of complex activation functions like Sigmoid
and Tanh. While the piecewise linear method approximates
the activation function by dividing the input space into

intervals and applying linear transformations within each
interval, this approach fails to account for the smooth and
continuous curvature present in these activation functions.
As a result, the model loses essential non-linear information
that is crucial for accurate predictions, particularly in datasets
where the relationships between features are highly non-
linear.

Despite their accuracy, the computational demands of
ANN-based estimators are notably higher than those of
polynomial and piecewise linear methods. As mentioned
in Table 5, the encrypted inference time for the ANN
estimator reached an average of 5.69 seconds for Sigmoid and
5.69 seconds for Tanh, compared to just 1.91 seconds for the
polynomial approach. However, this increase in computation
time is offset by the improvement in model performance,
which may justify the trade-off in scenarios where accuracy
takes priority over speed. The added computation timemay be
a worthwhile investment, especially in sensitive sectors like
healthcare and finance, where precise and privacy-preserving
inferences are crucial.

If we see the comparative analysis in Table 6, it is
evident that while some previous works, such as Lin et al.
[19], achieve a high accuracy of 0.9870 using two-stage
polynomial activations, and Khan and Michalas [21] secure
0.9850 accuracy with an intricate CNN framework that incurs
over 150 seconds of inference time, these approaches come
with increased complexity and computational overhead.
Similarly, Nguyen et al. [22] and Xiong et al. [25] deliver
competitive performance with fast inference times, yet often
depend on complex network designs and advanced noise-
management techniques—and some even operate at a lower
80-bit security level. In contrast, our approach leverages
a lightweight, single-layer ANN-based estimator that not
only achieves a commendable accuracy of 0.9770 but
also registers an outstanding AUC of 0.9997. This high
AUC value is particularly significant as it demonstrates
the model’s superior ability to distinguish between classes
under encrypted conditions, which is critical in high-stakes
applications where precision is essential. Moreover, our
solution maintains robust 128-bit security, comparable to
most of the high-security benchmarks in the literature,
while delivering an encrypted inference time of approx-
imately 21.87 seconds. This balanced design underscores
the practical benefits of our method—combining reduced
complexity, strong security, and exceptional discriminative
performance—making it especially suitable for real-world
PPML applications.

Related to the case study results, the findings in Table 7
confirm that HE inference performs closely to plaintext
inference across all tested activation functions. Although HE
inference introduces a noticeable increase in implementation
time due to encryption overhead, the model’s classification
performance remains consistent. Accuracy, sensitivity, speci-
ficity, and AUC values show minimal degradation, indicating
that the proposed ANN estimator can effectively approximate
activation functions in the encrypted domain.
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TABLE 6. Summary of CNN architectures and performance metrics in homomorphic encrypted inference for MNIST dataset.

TABLE 7. Performance comparison of activation function estimators on the UCI heart disease dataset.

Among the activation functions, ReLU and Sigmoid
achieved the highest accuracy during HE inference, each
reaching 0.8525, matching their plaintext counterparts. This
demonstrates the estimator’s ability to accurately replicate
activation function behavior in encrypted inference settings.
While Tanh exhibited slightly lower performance under
encryption, it still produced reasonable results, affirming the
robustness of the overall approach for medical data analysis
in secure environments.

The performance of our ANN models on the UCI Heart
Disease dataset aligns with previous studies using the same
data. For example, Mohan et al. achieved 0.8901 accuracy
with a hybrid ANN model [40], Srinivasan et al. reported
0.9478 using a Naïve Bayes network [41], and Narasimhan
and Victor observed ANN accuracy of about 0.8361
[42]. These results support the validity of our approach,

demonstrating that ourmodelsmaintain competitive accuracy
even under HE constraints.

Despite the promising results, the proposed approach
has certain limitations that must be addressed in future
work. First, although the piecewise linear method is com-
putationally efficient, it demonstrated significantly lower
accuracy and sensitivity. This restricts its practical use in
HE-based scenarios, where maintaining high precision is
crucial. Second, noise accumulation in HE remains a critical
bottleneck, especially when employing ANN estimators that
involve multiple encrypted operations. As the complexity
of the model or the dimensionality of the data increases,
so does the risk of accuracy degradation due to noise growth.
These limitations highlight the need to further optimize both
the neural network architecture and encryption parameters.
Techniques such as ciphertext relinearization, bootstrapping,
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FIGURE 14. Threat model of the proposed encrypted inference system. The system operates entirely on ciphertexts using CKKS-based HE, thereby
minimizing exposure to privacy attacks such as MitM, model inversion, and membership inference. Dashed red arrows represent potential attack vectors
under the honest-but-curious cloud adversary model. Notation: x̃ - Encrypted input;z̃1 - Pre-activation;ã1 - Post-activation output;W2 · ã1 + b2 - Encrypted
hidden layer;ỹ - Encrypted prediction.

or lightweight ANN designs may help reduce overhead and
improve scalability for real-world encrypted inference tasks.

To evaluate the privacy-preserving capabilities of our
design, we conducted a threat analysis based on a
ciphertext-only model under the honest-but-curious adver-
sary assumption. While the current study does not include
empirical attack simulations, the system architecture lever-
ages semantically secure CKKS-based HE to mitigate known
threats in MLaaS settings.

As illustrated in Figure 14, the entire inference process
operates on ciphertexts, ensuring that raw input features
(x̃), intermediate activations (z̃1, ã1), and model parameters
(W2, b2) are never exposed to the cloud environment. This
ciphertext-only design inherently mitigates common attack
surfaces associated with MLaaS deployments.

The diagram also highlights potential adversarial vectors,
denoted with dashed red arrows within an honest-but-curious
threat model, where the cloud executes the protocol as
expected but may attempt to extract sensitive information.
These include:

• MitM: Interception of encrypted communication
between the data owner and the cloud.

• Model inversion: Attempts to reconstruct sensitive input
data from model outputs.

• Membership inference: Attempts to determine whether
a specific data point was used during training.

Because the protocol operates solely on ciphertexts and
avoids any form of decryption in untrusted environments, the
system provides strong theoretical guarantees of confiden-
tiality. An informal attack surface analysis confirmed that no
inference-time leakage points exist in the design.

Beyond the architectural guarantees, the privacy relevance
of the datasets used—including the UCI Heart Disease
dataset, which served as a representative case study—
strengthens the threat model. The UCI Heart Disease dataset,
in particular, includes quasi-identifiers such as age, sex,
cholesterol, and blood pressure—attributes known to enable
re-identification through linkage with external datasets.
Even in the absence of explicit identifiers, prior studies
have shown that such features can compromise anonymity.
Therefore, performing inference entirely over encrypted
quasi-identifiers is not just a theoretical demonstration of
HE capabilities, but a practical defense mechanism against
real-world adversarial risks, including statistical reconstruc-
tion and auxiliary-data correlation.

Nevertheless, the lack of empirical adversarial testing
remains a limitation. As part of future work, we aim to
simulate targeted attacks such as adaptive model extraction,
ciphertext correlation, and membership inference, in order to
empirically validate the resilience of our encrypted inference
framework. This will strengthen both the practical security
and the credibility of the proposed privacy-preserving
solution.

VIII. CONCLUSION AND FUTURE WORKS
This study presented a novel approach for approximating
non-linear activation functions, specifically Sigmoid and
Tanh, using ANN-based estimators within a homomorphic
encryption (HE) framework. By addressing the computa-
tional challenges associated with encrypted inference, the
proposed method maintains model accuracy and compu-
tational efficiency. Experimental results demonstrated that
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ANN-based estimators consistently outperform traditional
polynomial and piecewise linear methods in terms of
accuracy, sensitivity, and AUC, highlighting their prac-
tical viability for secure machine learning inference in
cloud-based environments. These findings confirm that
ANN-based estimators effectively approximate complex non-
linear behaviors, offering a promising solution for enhancing
encrypted inference without compromising precision or
feasibility.

Despite these demonstrated advantages, the computational
cost associated with ANN estimators highlights an area
for optimization. Compared to polynomial approximations,
which are computationally efficient but less accurate, ANN-
based estimators require more processing time, potentially
limiting their use in latency-sensitive applications. Neverthe-
less, the accuracy benefits of ANN estimators, particularly
in critical fields like healthcare and finance, underscore their
importance in settings where secure inference and model
performance are essential.

To further validate the approach, we conducted a case study
on the UCI Heart Disease dataset. The results reaffirmed the
effectiveness of the proposed ANN-based activation function
estimators in maintaining high classification accuracy under
HE. Sigmoid and ReLU activation functions yielded the best
results in encrypted inference, closely matching their plain-
text counterparts with minimal additional computation time.
These outcomes demonstrate the feasibility of achieving
accurate and secure machine learning inference. Moreover,
our ANN models performed comparably to existing studies
using the same dataset, further validating the approach.

Additionally, we extended our evaluation to a CNN
architecture, showing that the proposed estimator generalizes
well to more complex networks. The CNN results under
encrypted inference remained competitive with state-of-
the-art solutions, achieving a balanced trade-off between
accuracy, efficiency, and secure inference capability. These
findings support the practicality of integrating the proposed
estimator across a wide range of secure machine learning
applications.

Overall, these results highlight the advantages of using
ANN-based estimators for non-linear activations under HE,
achieving higher accuracy than polynomial or piecewise
linear methods. By closely approximating the true Sigmoid
and Tanh functions, our estimator maintains the expressive
power of neural networks and enables precise encrypted
inference. The single-layer design also simplifies integration
into existingworkflows, further emphasizing the feasibility of
secure inference solutions in cloud environments demanding
robust data protection and accuracy.

Looking ahead, future work may include the following
directions:
• Optimizing the ANN architecture for HE, potentially by
exploring more efficient network structures that reduce
computation time while preserving accuracy,

• Applying computational efficiency techniques, such as
model pruning or quantization, to make ANN-based

estimators more feasible without significant loss in
performance,

• Extending the estimator to additional activation func-
tions, including ReLU and Softmax, which are widely
used in deep learning models,

• Evaluating the system under adversarial conditions,
such as MitM interception, model inversion, and
membership inference attacks. We aim to construct a
comprehensive threat model and simulate such attacks
to empirically assess inference-time leakage and data
reconstruction threats, further reinforcing the robustness
of the encrypted inference framework,

• Integrating the estimator with complementary privacy-
preserving techniques, such as federated learning or
TEEs, to enable secure, distributed learning scenarios.

By combining the strengths of HE with these comple-
mentary methods, future research may create more scalable,
versatile, and practical PPML solutions.
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